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Abstract
Differential privacy is a promising approach to privacy-preserving data analysis. There is now a
well-developed theory of differentially private functions. Despite recent work on implementing database
systems that aim to provide differential privacy and distributed systems that use differential privacy as a
basis for higher level security properties, there is no formal theory of differential privacy for systems. In
this paper, we formulate precise definitions of differential privacy within a formal model of probabilistic
systems, relate these definitions to the original definitions, and develop a proof technique based on an
unwinding relation for establishing that a given system achieves this privacy definition. We illustrate the
proof technique on a representative example motivated by an implemented system.
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Introduction

Differential privacy is a promising approach to privacy-preserving data analysis (see [9] for a survey). This
work is motivated by statistical data sets that contain personal information about a large number of individuals, e.g., census or health data. In such a scenario, a trusted party collects personal information from a
representative sample with the goal of releasing statistics about the underlying population while simultaneously protecting the privacy of individuals. In an interactive setting, an untrusted data analyst poses queries
that are evaluated over the data set and appropriately modified by the trusted party before the response is
sent back to the analyst. Differential privacy formalizes this operation in terms of a probabilistic function
that takes the data set as input. Informally, the differential privacy guarantee says that the output of the
function does not change much irrespective of whether any particular individual is part of the data set or
not. The amount of change is measured in terms of a privacy error bound —a non-negative real number ,
where a smaller  indicates a higher level of privacy. In practice, one function is associated with each type
of query on the data set. The definition and privacy guarantees extend in a natural way to a setting with
multiple functions. The insight here is that since only a limited amount of additional privacy risk is incurred
by joining a data set, individuals may decide to join the data set if there are social benefits from doing
so (e.g., aid cancer research). A consequence and strength of the definition is that the privacy guarantee
holds irrespective of the auxiliary information and computational power available to an adversary. There
is now a rich body of work on differentially private functions, including provably secure constructions and
sensitivity analysis of such functions, trade-offs between privacy and utility (answering useful queries), and
related questions [7, 18, 20, 3, 8, 9].
In a different direction, there is also some early work in implementing database systems that aim to
provide differential privacy [17] as well as distributed systems that use differential privacy as a basis for
releasing privacy-preserving information [1]. The definition of differential privacy for functions has to be
refined to adequately capture properties of such systems. In addition, proving properties of such system
designs and implementations require very different techniques. In order to bridge this gap, we initiate a
systematic study of differential privacy for systems in this paper. We formulate precise definitions of trace
∗ This work was partially supported by the U.S. Army Research Office contract on Perpetually Available and Secure Information Systems (DAAD19-02-1-0389) to CMU’s CyLab, the NSF Science and Technology Center TRUST, and the NSF
CyberTrust grant “Privacy, Compliance and Information Risk in Complex Organizational Processes”.
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differential privacy within a formal model of probabilistic systems (Section 2), relate these definitions to the
original definitions (Section 3), develop a proof technique for establishing that a given system achieves trace
differential privacy (Section 4), and illustrate the proof technique on a representative example motivated by
the pinq system [17] (Section 4.3). We elaborate on these contributions below.
Trace Differential Privacy. We introduce the notion of trace differential privacy and formalize it within
a probabilistic model of systems. (The word “trace” is included in the name of the property because it
is formulated in terms of probability distributions over traces (or executions) of systems.) At a high-level,
the definition requires that the probability distributions over traces are approximately the same when the
implementation of a differentially private function (modeled as an automata) is executed with inputs that
differ on one data point. We consider two variants of trace differential privacy—strong and weak. The
difference between the two is that the strong version requires the privacy error bound to be a fixed constant
(analogous to [17]), whereas the weak version allows the bound to vary depending on the number and types
of queries posed (analogous to [7]).
Unlike the original definition of differential privacy, these definitions take into account two specific issues
that arise in real systems—asynchrony and mutable data sets. Since an asynchronous system may not answer
queries in the order in which they are posed (e.g., in order to improve performance), it has additional channels
for leaking private information. Also, data sets that change over time arise quite often in practice (e.g., the
data set of patient health records in a hospital) and raise challenges for obtaining tight privacy error bounds.
We prove some basic theorems about strong and weak trace differential privacy in Section 2. Although
the definitions of trace differential privacy refer to all possible subsets of the set of traces, Theorems 1-2 prove
that they are equivalent to definitions that refer to each trace separately. This result simplifies reasoning
about trace differential privacy and is useful for proving subsequent results in this paper. Theorems 3-4 are
composition theorems that are analogous to previous results about differential privacy for functions: they
prove that the privacy error bound for a system whose inputs differ on at most n data points is n ∗ , where
 is the error bound for the system if its inputs differ on one data point.
Relating the Definitions. We prove several theorems (Theorems 5-8) characterizing the relationship
between the original definition of differential privacy for functions and our definitions of trace differential
privacy.
The first set of results indicate that trace differential privacy is a conservative extension of differential
privacy for functions. Specifically, Theorem 5 roughly states that if an automaton K has weak trace differential privacy, then K treated as a function on data sets will have differential privacy. However, to treat K
as a function and to avoid problems in the original definition of differential privacy involving non-measurable
sets, we require that K is terminating. Furthermore, in order to obtain the desired privacy error bound,
we require the technical condition that termination is noticeable, i.e. the end of a trace is explicitly marked
using a distinguished action. The termination or noticeable termination condition is not required to prove a
similar theorem (Theorem 6) about a variant of differential privacy that we call prefix differential privacy.
We then investigate the problem of constructing a system that satisfies trace differential privacy from
functions that individually satisfy differential privacy. Such results are useful because they allow us to use
existing constructions for differentially private functions to achieve trace differential privacy. We prove that
a precisely defined class of automata that are synchronous database implementations of a set of functions
satisfy weak trace differential privacy (Theorem 7). In effect, such an automaton answers queries right after
they are posed and independently of any other queries that it receives. In contrast, we show via examples
that asynchrony in real systems has subtle implications for trace differential privacy. The first example
shows that the order in which the queries are answered (as determined by a query scheduler) may leak
information about a data point and violate our definitions even if we use differentially private functions.
The second example indicates that even if the query scheduler and the differentially private function do not
depend on data points, private information can be leaked based on the dependence between the scheduler
and the function; the attack, however, violates the definition of trace differential privacy, providing additional
evidence of its robustness.
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Finally, we address the problem of proving trace differential privacy guarantees for data sets that change
over time. One way in which the original definition of differential privacy can handle a mutable data set is
to include every data point and every query ever asked in calculating a conservative privacy error bound. In
contrast, we develop a higher fidelity accounting scheme, using a sliding window over data points and queries
in the input sequence. We impose the constraint that at any point the window contains at most t queries.
This captures the intuition that a data point can be used to answer only up to t queries and after that it
is removed from the sliding window of data points used to answer queries. It also provides a mechanism
for dropping old points from the data set. We prove that in this scenario the associated automata provides
(t ∗ )-strong trace differential privacy, where  is the error bound for each differentially private function
used to answer queries (Theorem 8). The parameter t can be adjusted to trade-off the privacy error bound
against the subset of the full data set that is used in computing responses to queries.
Proof Technique and Example. We define an operational model of probabilistic systems using a form of
probabilistic input-output automata [14]. These automata accept input sequences consisting of data points
and queries and execute probabilistically to produce traces. Since it is difficult to reason directly about
probability distributions over traces, we define an unwinding relation over such automata and prove that it
implies strong trace differential privacy (Theorem 9). This task is complicated for two reasons: we must deal
with probabilities and we must keep track of the privacy error bound . While previous work has dealt with
approximate probabilistic simulation relations in the context of cryptographic protocols [22], the process of
tracking a privacy error bound differs (see Section 5 for additional details). We illustrate this proof technique
by demonstrating an unwinding relation for an automaton motivated by the pinq system [17].
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2.1

Differential Privacy and Systems
Differential Privacy for Functions

Differential privacy protects the privacy of data points. A data point represents all the information about a
single person (or other entity that must be protected) in a data set, where a data set is a multiset of data
points. Differential privacy requires that the protected data set only be accessed by way of a sanitization
function. A sanitization function κ is a function from a data set to some information about the provided
data set. Intuitively, differential privacy requires that this information does not change much if the provided
data set is changed by one data point. The amount of change is measured in terms of a non-negative real
number . The larger  is, the greater the possible change and the less privacy provided. We state below the
original formal definition of differential privacy [7].
Definition 1 (Differential Privacy). A randomized function κ gives -differential privacy iff for all data sets
B1 and B2 differing on at most one element, and for all S ⊆ range(κ),
Pr[κ(B1 ) ∈ S] ≤ exp() ∗ Pr[κ(B2 ) ∈ S]
Formally, multisets B1 and B2 differ on at most one element iff either B1 = B2 or there exists d such
that B1 ∪ {d} = B2 or B2 ∪ {d} = B1 .
Note that the above definition is well-defined only if range(κ) is countable. Otherwise, there may exist
S ⊆ range(κ) that is non-measurable (constructed with the axiom of choice), for which Pr[κ(B1 ) ∈ S] is not
well-defined.

2.2

From Functions to Systems

When we think about how sanitized databases are implemented and want to define a differential privacy
notion for such systems, it is natural think about the range of κ in Definition 1 as a set of systems that
answer queries about their data sets, provided that systems are appropriately constrained to form a countable
set. These systems could be formalized by using, for example, automata or processes in a process calculus.
3

Definition 1 would then require a notion of “equality” for systems. As is typically done in concurrency
theory, we base this notion on observable behaviors of systems. This subsection gives some intermediate
definitions motivated by this observation. These definitions are useful to follow the line of thought that led
us to our definition of differential privacy for systems, which we present in the next subsection.
If we assume that range(κ) is a system instead of a function, we can interpret  in Definition 1 as determining the maximum allowable degradation in privacy. In this interpretation, κ embodies the implementation
of several sanitization functions that can be used by the system as long as  allows.
Probabilistic model. To arrive at a formal definition of differential privacy for systems based on the
similarity of their behaviors, we first need to have a formal model for systems. Our model is based on random
variables over action sequences (in Section 4.1 we present a stateful automaton model that is consistent with
the model of this section).
We model the inputs that the system accepts as a set I and the outputs that it produces as a set O such
that I ∩ O = ∅. Let A be I ∪ O, the set of actions. Since a computation consumes inputs and produces
outputs by interleaving them, it might be tempting to treat a system as a function from I ∗ to A∗ . However,
a computation might not terminate. Thus, a system actually acts as a function from I ∗ to A∗ ∪ Aω . We
model the observable behavior by the set of traces that a system exhibits, where a trace is defined to be a
sequence of actions from A∗ ∪ Aω . Furthermore, since our system might be probabilistic, we model a system
as function K that takes a sequence inputs ~i in I ∗ and returns a random variable K(~i) over behaviors in
A∗ ∪ Aω . That is, K(~i) represents a random variable over behaviors from A∗ ∪ Aω given that the available
inputs are ~i in that order.
Since Aω is uncountable for even finite action sets A, defining Pr[K(~i) ∈ S] for S ⊆ A∗ ∪ Aω poses
problems as mentioned above. However, this is unnecessary: an observer can only observe finite prefixes of
any non-terminating computation. After observing such a prefix, the observer must consider all behaviors
with the observed prefix to be possible. Thus, one may view observations of computations to be sets of
traces all of which have the same finite prefix. These sets are in one-to-one correspondence with A∗ . Thus,
we model the result of a computation as an element ~a of A∗ bearing in mind that the result ~a does not
mean that the computation was ~a, but rather that the computation has ~a as a prefix. Thus, rather than
concerning ourselves with the probability of the system producing some behavior, we concern ourselves with
the probability of a system producing a behavior with some prefix. That is, rather than Pr[K(~i) ∈ S] for
S ⊆ A∗ ∪ Aω , we need Pr[K(~i) w S] for S ⊆ A∗ where w is the super-sequence-equal operator raised to
work over sets in the following manner: ~a w S iff there exists ~a0 ∈ S such that ~a w ~a0 where ~a ∈ A∗ ∪ Aω
and S ⊆ A∗ . Since A is countable, so is A∗ , allowing Pr[K(~i) w S] to be well defined for all S ⊆ A∗ using
discrete probabilities.1 In Section 4.1, we explain how to view probabilistic automata as such a randomized
function and define Pr[K(~i) w S] for them.
In the following definition, κ represents a function that outputs a system. Then, κ(B1 ) represents the
system that κ selects to answer queries about the data set B1 . The queries are represented by inputs from
I and the answers by outputs from O. κ(B1 )(~i) is a random variable over traces from A∗ .
Definition 2. A randomized function κ gives -strong differential privacy over systems with inputs I and
output O if for all data sets B1 and B2 differing on at most one element, and for all S ⊆ A∗ and ~i ∈ I ∗ ,
Pr[κ(B1 )(~i) w S] ≤ exp() ∗ Pr[κ(B2 )(~i) w S]
This is a very strong definition since it requires that the amount of information provided by the automaton
κ(B1 ) does not increase beyond what is determined by the constant  regardless of the number of interactions.
While it is possible to construct such an automaton, many realistic systems might provide some privacy
despite not having this property by slowly leaking information. Thus, we also present a version that depends
on the number of queries asked.
1 This observation is akin to the cone construction used in probabilistic automata work [14]. There, the cone of an execution
α is defined as the set of all execution with the prefix α, and cones are assigned measures.
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Since different queries might release different amounts of information, we must ensure that our definition
takes this into account. Let c : I → R≥0 be a mapping from a query (represented as an input) to the
amount  of differential privacy it provides. We raise c to work over sequences of inputs as follows: c([]) = 0
and c(i:~i) = c(i) + c(~i). The following is a weaker version of Definition 2 in which the privacy error bound
depends on the number of queries asked.
Definition 3. A randomized function κ gives c-weak differential privacy over systems with inputs I and
outputs O if for all data sets B1 and B2 differing on at most one element, and for all S ⊆ A∗ and ~i ∈ I ∗ ,
Pr[κ(B1 )(~i) w S] ≤ exp(c(~i)) ∗ Pr[κ(B2 )(~i) w S]

2.3

Trace Differential Privacy

In all of the previous definitions of differential privacy, the data set is determined before the automaton even
starts interacting with the environment. In reality, often the data set is loaded into the automaton over
time. In fact, it may even change between queries. Thus, we provide definitions for automata that accept
their data set over time.
Now the inputs must represent not only queries but also the input of data points. Thus, we partition
I into the set of queries Q and the set of data points D. These two sorts of inputs may be thought of as
coming from two different access levels. The data points come from a trusted data provider who has access
to the raw data and loads it into the system. The queries come from an untrusted data examiner or analyst
who interacts with the system and gets access to the sanitized outputs.
Likewise, we partition the outputs into outputs for the trusted data provider and outputs for the untrusted
data examiner. Since the outputs to the data provider is irrelevant to our definitions, we ignore them and
let the set of outputs O range over the outputs to the data examiner. We let E range over all actions to
which the examiner has direct access: E = Q ∪ O.
The goal of differential privacy in this context is to prevent the data examiner from learning too much
about any one data point provided to the system. This goal is similar to the security property noninterference [10]. However, by basing our definition on differential privacy, we avoid the overly conservative nature
of noninterference.
Before we provide our definition for trace differential privacy, which takes into account the dynamic
nature of providing inputs over time, we provide some formal notation.
Sequences. We use [ ] for the empty sequence. Let a:~a be the sequence ~a with a prepended to it. Since we
never deal with sequences of sequences, we abuse notation and use ~a:~a0 for the sequence created by appending
~a0 to ~a and ~a:a for ~a with [a] appended to it.
We write b~acS for restricting the action sequence ~a to some subset S of A. Formally, b[ ]cS = [ ] and
(
a:b~acS a ∈ S
ba:~acS =
b~acS
otherwise
Given the input sequences ~i1 and ~i2 , ∆(~i1 ,~i2 ) denotes the number of data points on which they differ.
Formally,
• ∆(~i1 ,~i2 ) = 0 iff ~i1 = ~i2 .
• For 1 ≤ n, ∆(~i1 ,~i2 ) = n iff there exists d ∈ D, ~i,~i01 ,~i02 ∈ I ∗ , such that both of the following properties
hold:
– either ~i1 = ~i:d:~i01 and ~i2 = ~i:~i02 , or ~i1 = ~i:~i01 and ~i2 = ~i:d:~i02 ; and
– ∆(~i01 ,~i02 ) = n − 1.
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Note that for ∆(~i1 ,~i2 ) = n to hold for any n, ~i1 and ~i2 must agree on every query from Q: they may
only differ by n data points from D. Since differential privacy is essentially concerned with relative privacy
of data sets differing on one element, in most theorems we consider the special case of the above definition
for n = 1. That is, ∆(~i1 ,~i2 ) = 1 iff there exists d ∈ D, and ~i,~i0 ∈ I ∗ such that either ~i1 = ~i:d:~i0 and ~i2 = ~i:~i0 ,
or ~i2 = ~i:d:~i0 and ~i1 = ~i:~i0 .
Example.

Let di range over elements in D and qi range over elements in Q.

• ∆([d1 , q1 , d2 ], [d1 , q1 ]) = 1 (one is a prefix of the other with the same queries).
• ∆([d1 , q1 , d2 , q2 ], [q1 , d2 , q2 ]) = 1 (one is a suffix of the other with the same queries).
• ∆([d1 , q1 , d2 , q2 ], [d1 , q1 , q2 ]) = 1 (the two sequences differ on one intermediate data point).
• ∆([d1 , d2 , q1 , q2 ], [d1 , d2 , q2 , q1 ]) is undefined (the two sequences do not agree on queries).
The reason for forcing the order of queries to be the same in the definition of ∆ is that in systems, the
ordering of observable actions can be used as channels to compromise privacy. This is an example of an issue
that arises when we move from abstract functions to concrete systems.
Definition 4 (Strong Trace Differential Privacy). A system K with queries Q, data points D, and outputs
O gives -strong trace differential privacy if for all input sequences ~i1 and ~i2 in I ∗ such that ∆(~i1 ,~i2 ) ≤ 1
and for all S ⊆ E ∗ ,
Pr[bK(~i1 )cE w S] ≤ exp() ∗ Pr[bK(~i2 )cE w S]
By restricting K(~i1 ) to only those elements of E = Q ∪ O, we limit traces to only those actions accessible
to the untrusted data examiner. The definition requires that any subset of such traces be almost equally
probable under the input sequences ~i1 and ~i2 , which differ by at most one data point. The order of ~i1 and ~i2
matters since the answers might only make sense for some queries. Thus, an appropriate query must precede
each answer.
A weak version of trace differential privacy is also possible. Here we take c to be function over queries in
Q to the corresponding q and raise c to work over input sequences as follows: c([]) = 0, c(q:~i) = c(q) + c(~i)
for q ∈ Q, and c(d:~i) = c(~i) for d ∈ D.
Definition 5 (Weak Trace Differential Privacy). A system K with queries Q, data points D, and outputs
O gives c-weak trace differential privacy if for all input sequences ~i1 and ~i2 in I ∗ such that ∆(~i1 ,~i2 ) ≤ 1 and
for all S ⊆ E ∗ ,
Pr[bK(~i1 )cE w S] ≤ exp(c(~i1 )) ∗ Pr[bK(~i2 )cE w S]
Note the choice of c(~i1 ) could be replaced by c(~i2 ) since c(~i1 ) = c(~i2 ) for all ~i1 and ~i2 such that ∆(~i1 ,~i2 ) ≤
1.

2.4

Properties of Trace Differential Privacy

In this section we present some basic theorems about trace differential privacy. Although the definitions
of trace differential privacy refer to all possible subsets of the set of traces, Theorems 1-2 prove that they
are equivalent to definitions that refer to each trace separately. This result simplifies reasoning about trace
differential privacy and is useful for proving subsequent results in this paper. Theorems 3-4 are composition
theorems that are analogous to previous results about differential privacy for functions: they prove that the
privacy error bound for a system whose inputs differ on at most n data points is n ∗ , where  is the error
bound for the system if its inputs differ on one data point.
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From sets to single sequences. Since we have restricted ourselves to a countable set of actions A, we
need only reason about one possible sequence ~e of E ∗ at a time, not about all possible subsets of E ∗ as
required by Definition 4. The following theorem formalizes this observation. We use it in the proof of other
theorems, for example, Theorem 8.
Theorem 1. K has -strong trace differential privacy if and only if for all input sequences ~i1 and ~i2 in I
such that ∆(~i1 ,~i2 ) ≤ 1 and ~e in E ∗ ,
Pr[bK(~i1 )cE w ~e] ≤ exp() ∗ Pr[bK(~i2 )cE w ~e]
Proof. The only if direction follows directly from the definition by setting S = {~e}.
For the if direction, arbitrarily fix ~i1 and ~i2 such that ∆(~i1 ,~i2 ) ≤ 1 and S ⊆ E ∗ . By assumption, for all
~e in E ∗ ,
Pr[bK(~i1 )cE w ~e] ≤ exp() ∗ Pr[bK(~i2 )cE w ~e]
Let S 0 be S with all the elements that are a longer version of another element of S removed. That is,
S = { ~e0 ∈ S | @~e ∈ S s.t. ~e0 A ~e } where ~e0 A ~e means that ~e is a strict prefix of ~e0 . Proof by induction
over the length of ~e shows that for all ~e in S, there exists ~e0 in S 0 such that ~e w ~e0 . Thus, if there
exists ~e in S such that bK(~i1 )cE w ~e, then there exists ~e0 in S 0 such that bK(~i1 )cE w ~e0 . Thus, for all ~i,
Pr[bK(~i)cE w S] = Pr[bK(~i)cE w S 0 ].
For two ~e01 and ~e02 in S 0 such that ~e01 6= ~e02 , bK(~i)cE can only have one of them as a prefix since neither
is a prefix of the other. Thus, since S is countable, this implies that
X
Pr[bK(~i)cE w S] =
Pr[bK(~i)cE w ~e0 ]
0

~
e0 ∈S 0

Thus,
Pr[bK(~i1 )cE w S] = Pr[bK(~i1 )cE w S 0 ]
X
=
Pr[bK(~i1 )cE w ~e0 ]
~
e0 ∈S 0

≤

X

exp() ∗ Pr[bK(~i2 )cE w ~e0 ]

~
e0 ∈S 0

= exp()

X

Pr[bK(~i2 )cE w ~e0 ]

~
e0 ∈S 0

= exp() Pr[bK(~i2 )cE w S 0 ]
= exp() Pr[bK(~i2 )cE w S]

Theorem 2. K has c-weak trace differential privacy if and only if for all input sequences ~i1 and ~i2 in I ∗
such that ∆(~i1 ,~i2 ) ≤ 1 and ~e in E ∗ ,
Pr[bK(~i1 )cE = ~e] ≤ exp(c(~i1 )) ∗ Pr[bK(~i2 )cE = ~e]
Proof. This proof is identical to the proof of Theorem 1 substituting c(~i1 ) for .
Data sets differing on n elements. Differential privacy has a compositionality property that states the
outputs of function κ with -differential privacy is related by n ∗  on two data sets that differ by n elements.
We prove an analogous theorem.
Theorem 3. If an automaton K has -strong trace differential privacy, then for all inputs sequences ~i1 and
~i2 such that ∆(~i1 ,~i2 ) ≤ n and for all S ⊆ E ∗ ,
Pr[bK(~i1 )cE w S] ≤ exp(n ∗ ) ∗ Pr[bK(~i2 )cE w S]
7

The proof of this theorem is a simpler version of the proof for the weak version given below.
Theorem 4. If an automaton K has c-weak trace differential privacy, then for all inputs sequences ~i1 and
~i2 such that ∆(~i1 ,~i2 ) ≤ n and for all S ⊆ E ∗ ,
Pr[bK(~i1 )cE w S] ≤ exp(n ∗ c(~i1 )) ∗ Pr[bK(~i2 )cE w S]
Proof. Proof by induction over n.
Base Case: n = 0. In this case, ~i1 = ~i2 and, thus, Pr[bK(~i1 )cE w S] = Pr[bK(~i2 )cE w S] as needed with
exp(0) = 1.
Inductive Case: Assume for all n ≤ m; prove for m + 1. Since ∆(~i1 ,~i2 ) = m + 1, there must exist
~i,~i01 ,~i02 ∈ I ∗ and d1 ∈ D such that ~i1 = ~i:d1 :~i01 , ~i2 = ~i:~i02 , and ∆(~i01 ,~i02 ) = m. Let ~i3 = ~i:i2 :~i01 . c(~i1 ) = c(~i3 ),
∆(~i1 ,~i3 ) = 1, and ∆(~i3 ,~i2 ) = m. Thus, by the inductive hypothesis,
Pr[bK(~i1 )cE w S] ≤ exp(1 ∗ c(~i1 )) ∗ Pr[bK(~i3 )cE w S]
and
Pr[bK(~i3 )cE w S] ≤ exp(m ∗ c(~i3 )) ∗ Pr[bK(~i2 )cE w S]
Thus,


Pr[bK(~i1 )cE w S] ≤ exp(1 ∗ c(~i1 )) ∗ exp(m ∗ c(~i3 )) ∗ Pr[bK(~i2 )cE w S]
= exp((m + 1) ∗ c(~i1 )) ∗ Pr[bK(~i2 )cE w S]
as needed.

3

Relating the Definitions

In this section, we prove several theorems (Theorems 5-8) characterizing the relationship between the original
definition of differential privacy for functions and our definitions of trace differential privacy. Section 3.1
presents results that indicate that trace differential privacy implies the original notion of differential privacy
for functions under certain conditions. Section 3.2 presents results for constructing a system that satisfies
trace differential privacy from functions that individually satisfy differential privacy. Such results are useful because they allow us to use existing constructions for differentially private functions to achieve trace
differential privacy. We prove that a precisely defined class of automata that are synchronous database
implementations of a set of functions satisfy weak trace differential privacy. In addition, we demonstrate
via examples that asynchrony in real systems can cause trace differential privacy to be violated even if we
use differentially private functions to respond to queries. Finally, in Section 3.3, we present a result that
enables trace differential privacy guarantees with tight privacy error bounds to be established for data sets
that change over time.

3.1

From Systems to Functions

Now we justify calling our definitions notions of differential privacy. Intuitively, if an automaton K has
weak trace differential privacy, then K treated as a function on data sets will have differential privacy. To
treat K as a function and to avoid problems in the original definition of differential privacy involving nonmeasurable sets, we assume that K is terminating and that termination is noticeable. That is, we assume
that for all ~i, K(~i) is an element of A∗ and ends in a distinguished action done in O that can only show
up at the end of traces. Whereas the set of observable traces was before E ∗ , we now limit them to be
∗
Edone
= { ~e ∈ E ∗ | ∃~e0 ∈ E ∗ s.t. ~e = ~e0 :done }. In this setting Pr[bK(~i)cE ∈ S] is well defined for subsets S
∗
of Edone . Furthermore, by making termination noticeable, observing a sequences of actions ending in done
allows one to conclude that the sequence of actions is not merely a prefix of the trace but the whole trace
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that the system will produce under the given inputs. As show in the proof of Theorem 5, this property is
key to providing tight privacy error bounds.
Since K, unlike a function over data sets, accepts both data points and queries, we must fix a single
query q that the function treatment of K will answer. Furthermore, since the the result of evaluating the
function on a given set of data points will depend on the behavior of K, which accepts sequences of data
points, we must fix a way to convert a set into a sequence. Given a data set B, which is a multiset with
elements from D, and total ordering ≤ on the data points in D, let toSeq(B, ≤) be the sequence of data
points that results from sorting B by ≤. We let κ(K, q, ≤) represent K treated as function over data sets
ordered by ≤ and answering the query q. Formally, κ(K, q, ≤)(B) = bK(toSeq(B, ≤):q)cE . Assuming that
∗
K terminates, κ(K, q, ≤) is a probabilistic function with the range Edone
.
Theorem 5. If a noticeably terminating automaton K has c-weak trace differential privacy and terminates,
then for all q in Q and total orderings ≤ of D, κ(K, q, ≤) has c(q)-differential privacy.
∗
, and a total ordering ≤. Let B1 and B2 be two multisets with elements
Proof. Arbitrarily fix q ∈ Q, S ⊆ Edone
from D such that they differ by at most one element. Let d~1 = toSeq(B1 , ≤) and d~2 = toSeq(B2 , ≤).
Since B1 and B2 differ by at most one element and d~1 and d~2 are constructed using the same ordering,
~
∆(d1 , d~2 ) ≤ 1. Thus, since K has c-weak trace differential privacy,

Pr[bK(d~1 :q)cE w S] ≤ exp(c(q)) ∗ Pr[bK(d~2 :q)cE w S]
since c(d~1 :q) = c(q).
In general, it is possible that bK(d~1 :q)cE w S but not bK(d~1 :q)cE ∈ S. This can happen when there
exists ~e in S such that bK(d~1 :q)cE has ~e in S as a prefix, but bK(d~1 :q)cE is not equal to ~e by being longer
than ~e. However, since every ~e ∈ S ends with done, we know that bK(d~1 :q)cE can only have ~e as a prefix
if it includes done. Since done cannot come before the end of an observation, this means that bK(d~1 :q)cE
cannot be longer than ~e and must be equal to it. Thus, bK(d~1 :q)cE w S if and only if bK(d~1 :q)cE ∈ S.
Since bK(d~1 :q)cE = κ(K, q, ≤)(B1 ) and bK(d~2 :q)cE = κ(K, q, ≤)(B2 ). Thus,
Pr[κ(K, q, ≤)(B1 ) ∈ S] ≤ exp(c(q)) ∗ Pr[κ(K, q, ≤)(B2 ) ∈ S]

To avoid the requirements of noticeable termination, we could change the definition of differential privacy
to only look at prefixes by replacing ∈ with w in Definition 1. We refer to this variant of differential privacy
as prefix differential privacy.
Theorem 6. If an automaton K has c-weak trace differential privacy, then for all q in Q and total orderings
≤ of D, κ(K, q, ≤) has c(q)-prefix differential privacy.
Proof. Arbitrarily fix q ∈ Q, S ⊆ E ∗ , and a total ordering ≤. Let B1 and B2 be two multisets with elements
from D such that they differ by at most one element. Let d~1 = toSeq(B1 , ≤) and d~2 = toSeq(B2 , ≤).
Since B1 and B2 differ by at most one element and d~1 and d~2 are constructed using the same ordering,
~
∆(d1 , d~2 ) ≤ 1. Thus, since K has c-weak trace differential privacy,
Pr[bK(d~1 :q)cE w S] ≤ exp(c(q)) ∗ Pr[bK(d~2 :q)cE w S]
since c(d~1 :q) = c(q). bK(d~1 :q)cE = κ(K, q, ≤)(B1 ) and bK(d~2 :q)cE = κ(K, q, ≤)(B2 ). Thus,
Pr[κ(K, q, ≤)(B1 ) ∈ S] ≤ exp(c(q)) ∗ Pr[κ(K, q, ≤)(B2 ) ∈ S]
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Note that this does not imply that for two different orderings ≤1 and ≤2 ,
Pr[κ(K, q, ≤1 )(B1 ) w S] ≤ exp() ∗ Pr[κ(K, q, ≤2 )(B2 ) w S]
For such a result, ∆(~i1 ,~i2 ) ≤ 1 would have to hold when ~i1 is any permutation of ~i2 . This would produce
too strong of a notion of differential privacy since the decision as to whether or not to add oneself to a study
results only in the addition of a input, not a permutation of the input.

3.2

From Functions to Systems

It is also possible to construct a differentially private system from a set of differentially private functions.
For example, consider a system that answers the queries by applying a differentially private function to
the received inputs treating them as a set. To formalize this idea, let toMultiset(~i) represent the multiset
of all elements in ~i. Let κ be a set functions and c be a mapping such that for all κ ∈ κ, κ has c(κ)differential privacy. Furthermore, assume that all κ1 and κ2 in κ such that κ1 6= κ2 are independent: for all
multisets B1 and B2 with elements from D and o1 , o2 ∈ O, Pr[κ1 (D1 ) = o1 ∧ κ2 (D2 ) = o2 ] = Pr[κ1 (D1 ) =
o1 ] ∗ Pr[κ2 (D2 ) = o2 ] where we treat Pr[κ(D) = o] as 0 when o is not in the range of κ.
Suppose K is a system such that its queries Q are indexes into κ where for each q, κq represents the
sanitization function of κ indexed by q. The system will not accept a new query as input until it has produced
a response to the previous query as output. Let D be those data points acceptable to all the functions in κ.
Let O be the union of the ranges of all functions in κ. Let η(~i, j) denote all the data points in ~i before the
jth query. That is, η(~i, 0) = [ ], η(d:~i, j) = d:η(~i, j), and η(q:~i, j) = η(~i, j − 1) for all j > 0. Let ~a[j] be the
jth element of the sequence ~a. Formally, K is a synchronous database implementation of κ if the following
Q|~e|/2
property holds: Pr[bK(~i)cE = ~e] = j=1 Pr[κ~e[2j−1] (toMultiset(η(~i, 2j − 1))) = ~e[2j]] where b~icQ = b~ecQ ,
|~e| = 2 ∗ |b~icQ , and for all j from 1 to |~e|/2, ~e[2j − 1] ∈ Q and ~e[2j] ∈ O, and Pr[bK(~i)cE = ~e] = 0 otherwise.
Note here that the indices in the definition are into sequences obtained by restricting the action sequences
to queries and outputs, and do not constrain the data entries in between.
Theorem 7. For all κ and c such that all κ ∈ κ has c(κ)-differential privacy, any K that is a synchronous
database implementation of κ has c-weak trace differential privacy.
Proof. Arbitrarily fix ~i1 and ~i2 such that ∆(~i1 ,~i2 ) ≤ 1.
Note that for all ~e if |~e| ≥ 2 ∗ |bi~1 cQ | = 2 ∗ |bi~2 cQ |, then Pr[bK(~i1 )cE w ~e] = 0 = Pr[bK(~i2 )cE w ~e].
We prove that for all ~e such that |~e| ≤ 2 ∗ |bi~1 cQ |, Pr[bK(~i1 )cE w ~e] ≤ exp(c(~i1 )) Pr[bK(~i2 )cE w ~e]
by induction over the length of |~e|. However, rather than starting at zero and working up, we start with
|~e| = 2 ∗ |bi~1 cQ | and work our way down.
• Base Case: |~e| = 2 ∗ |bi~1 cQ |.
In the subcase where for all j from 1 to |~e|/2, ~e[2j − 1] ∈ Q and ~e[2j] ∈ O,
|~
e|/2

Pr[bK(~i)cE = ~e] =

Y

Pr[κ~e[2j−1] (toMultiset(η(~i, 2j − 1))) = ~e[2j]]

j=1

Since ~i1 and ~i2 differ by at most one data point, η(~i1 , 2j − 1) and η(~i2 , 2j − 1) will differ by at most data
point. Thus, the difference between toMultiset(η(~i1 , 2j − 1)) and toMultiset(η(~i2 , 2j − 1)) is at most one.
Since for all κ ∈ κ, κ has c(κ)-differential privacy and they are all independent, for all j from 1 to |~e|/2,
Pr[κ~e[2j−1] (toMultiset(η(~i1 , 2j − 1))) = ~e[2j]] ≤ exp(c(κ~e[2j−1] )) Pr[κ~e[2j−1] (toMultiset(η(~i2 , 2j − 1))) =
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~e[2j]]. Thus,
Pr[bK(~i)cE = ~e]
|~
e|/2

=

Y

Pr[κ~e[2j−1] (toMultiset(η(~i1 , 2j − 1))) = ~e[2j]]

j=1
|~
e|/2

≤

Y

exp(c(~e[2j − 1])) Pr[κ~e[2j−1] (toMultiset(η(~i2 , j))) = ~e[2j]]

j=1



|~
e|/2

=

Y



|~
e|/2



exp(c(~e[2j − 1])) 

Y

exp(c(~e[2j − 1])) Pr[κ~e[2j−1] (toMultiset(η(~i2 , j))) = ~e[2j]]

j=1

j=1



|~
e|/2

= exp 

X


c(~e[2j − 1]) Pr[κ~e[2j−1] (toMultiset(η(~i2 , j))) = ~e[2j]]

j=1

= exp(c(~i1 )) Pr[κ~e[2j−1] (toMultiset(η(~i2 , j))) = ~e[2j]]
Where the last line follows from

P|~e|/2
j=1

c(~e[2j − 1]) =

P|b~ecI |
j=1

c(b~ecI [j]) =

P|b~i1 cQ |
j=1

c(b~i1 cQ [j]) = c(~i1 ).

In the other subcase, where |~e| is not even or for some j from 0 to |~e|/2, ~e[2j − 1] ∈
/ I or ~e[2j] ∈
/ O,
Pr[bK(~i1 )cQ = ~e] = 0 = Pr[bK(~i2 )cQ = ~e].
Thus, in either subcase, Pr[bK(~i1 )cQ = ~e] ≤ exp(c(~i)) Pr[bK(~i2 )cQ = ~e]. Pr[bK(~i1 )cQ w ~e0 ] = 0
for all ~e0 that extend ~e, Pr[bK(~i1 )cQ w ~e0 ] = Pr[bK(~i1 )cQ = ~e0 ]. Similarly, Pr[bK(~i2 )cQ w ~e0 ] =
Pr[bK(~i2 )cQ = ~e0 ]. Thus, Pr[bK(~i1 )cQ w ~e] ≤ exp(c(~i)) Pr[bK(~i2 )cQ w ~e].
• Inductive Case: Assume for all |~e0 | ≥ n; prove for |~e| = n − 1. Pr[bK(~i1 )cQ w ~e] = Pr[bK(~i1 )cQ =
W
~e ∨ e∈E bK(~i1 )cQ w ~e:e]. Since |~e| < 2 ∗ |bi~1 cQ |, Pr[bK(~i1 )cQ = ~e] = 0 and each event under
P
~
the disjunction is mutually exclusive, Pr[bK(~i1 )cQ w ~e] =
e:e]. Similarly,
e∈E Pr[bK(i1 )cQ w ~
P
~i2 )cQ w ~e:e]. Since each ~e:e is longer, we can apply the inducPr[bK(~i2 )cQ w ~e] =
Pr[bK(
e∈E
tive hypothesis and get that
X
P r[bK(~i1 )cQ w ~e] =
Pr[bK(~i1 )cQ w ~e:e]
e∈E

≤

X

exp(c(~i1 )) Pr[bK(~i2 )cQ w ~e:e]

e∈E

= exp(c(~i1 )) Pr[bK(~i2 )cQ w ~e]
Finally, we use Theorem 2 to prove c-weak differential privacy.
Asynchrony and scheduling. The above theorem is closely related “sequential composition” of differentially private functions, which was used by Dwork [7] and stated by McSherry and Talwar [18] as
P
The sequential application of mechanism {Mi }, each giving {i }-differential privacy, gives ( i i )differential privacy.
and which is made more formal by McSherry [17, 3]. Both our work and theirs consider a set of differentially
private functions and model the outputs as a sequence of answers in a fixed order. Likewise, in both cases
the privacy provided is a sum based on the number of queries asked and the privacy of each query. In this
sense, our model preserves some existing results about “synchronous” implementations. However, it should
be noted that our model and definitions are general enough to move beyond such systems and reason about
differential privacy of asynchronous systems.
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Some subtle issues about scheduling should be dealt with care in obtaining similar results for asynchronous
systems. Asynchronous systems can both answer every query in a differentially private manner and still not
be differentially private by changing the order in which queries are answered, or by correlating the choices
made by the scheduler and the differentially private sanitization functions.
As a simple example, consider a system that after consuming a distinguished query q † ∈ Q waits until
it receives a second query before answering it and answers the two queries in an order determined by first
data point received. Here, the problem arises because the choices of the scheduler (part of the system that
decides which query to answer) may depend on the past data entries.
As a more subtle example, consider a system K such that the scheduler’s choices may not depend on the
past data points. Suppose there are two possible queries q1 and q2 (with corresponding differentially private
functions κ1 and κ2 respectively), and the scheduler that always chooses to answer q1 or q2 with the equal
probability 1/2, without depending on the past data entries. Suppose κ1 is a function that outputs o11 or o21 ,
each with probability 1/2 and κ2 is a function that outputs o2 with probability 1, regardless of past data
entries. Now, consider two input sequences ~i1 = [q1 , q2 ] and ~i2 = [d, q1 , q2 ] where d ∈ D. K can behave so
that if the scheduler chooses to answer q1 first,
• For i1 , the probability of queries being followed by [o11 , o2 ] is 1/2 and the probability of queries being
followed by [o21 , o2 ] is 0, and
• For i2 the probability of queries being followed by [o21 , o2 ] is 1/2 and the probability of queries being
followed by [o11 , o2 ] is 0.
Similarly, if the scheduler chooses to answer q2 first,
• For i1 , the probability of queries being followed by [o2 , o21 ]is 1/2 and the probability of queries being
followed by [o2 , o11 ] is 0, and
• For i2 , the probability of queries being followed by [o2 , o11 ] is 1/2 and the probability of queries being
followed by [o2 , o21 ] is 0.
That is, even though the scheduler component and query sanitization functions do not depend on data points,
there can be a dependence between the scheduler component and the functions that causes a violation of
privacy caught by our definition of trace differential privacy.
An in-depth investigation of interaction between scheduling and differential privacy is interesting in its
own right but is outside of the scope of this paper.

3.3

Mutable Data Sets

One key difference of our definitions from the original definition of differential privacy is the ability to talk
about changing data sets. Consider the question of constructing a system that maintains -strong trace
differential privacy. One way to maintain -strong trace differential privacy would be to provide a system
such as a synchronous database implementation of κ except it refuses to answer any more queries if answering
another would make c(~i) larger than the  bound. However, such a system would be too conservative. The
ability to address changing data sets offers us a less conservative approach to maintaining -strong trace
differential privacy.
Some of the queries contributing to c(~i) may have occurred before some of the data points entered the
data set. It would be safe to answer additional queries provided that they only use data points not involved
in all the queries. This system effectively removes old points from the data set.
For example, consider the action sequence
~a = [d1 , d2 , d3 , q1 , o1 , d4 , d5 , q2 , o2 , d6 , d7 , d8 , q3 , o3 , d9 , q4 , o4 ]
Suppose that q1 , q2 , q3 , and q4 are queries that correspond to sanitization functions κq1 , κq2 , κq3 , and κq4
each of which provide -differential privacy. In a simple system that simply answers each query based on the

12

data points that precede it, like the synchronous database in Section 3.2, the privacy error bound for the
whole computation would be 4 ∗  since 4 queries are answered. However, suppose a privacy error bound of
no more than 2 ∗  is considered acceptable. One way to achieve this would be to stop using data points after
the system provides them as inputs to two sanitization functions. Under this approach, the data points d1 ,
d2 , and d3 would not be provided as input to κq3 in calculating o3 since they were already used to calculate
o1 and o2 . One may visualize this approach as a sliding window extending from an output back to the
earliest data points on which that output may depend:
[ d 1 , d 2 , d 3 , q 1 , o1 , d 4 , d 5 , q 2 , o2 , d 6 , d 7 , d 8 , q 3 , o3 , d 9 , q 4 , o4 ]
[ d 1 , d 2 , d 3 , q 1 , o1 , d 4 , d 5 , q 2 , o2 , d 6 , d 7 , d 8 , q 3 , o3 , d 9 , q 4 , o4 ]
[d1 , d2 , d3 , q1 , o1 , d4 , d5 , q2 , o2 , d6 , d7 , d8 , q3 , o3 , d9 , q4 , o4 ]
[d1 , d2 , d3 , q1 , o1 , d4 , d5 , q2 , o2 , d6 , d7 , d8 , q3 , o3 , d9 , q4 , o4 ]

One may view this sliding window as holding all the data points in a mutable data set at the time that the
output at the right end of the sliding window is answered. Data points before the sliding window corresponds
to removed data points.
We formalize such a system in which for all κ ∈ κ, c(κ) = . Let η 0 (~i, j 0 , j) be those data points between
the j 0 th query and the jth query. That is,
η 0 (~i, j 0 , 0) = []
η 0 (d:~i, j 0 , j) = η 0 (~i, j 0 , j)

where j > 0 and j 0 > 0

η 0 (d:~i, j 0 , j) = d:η 0 (~i, j 0 , j)
η 0 (q:~i, j 0 , j) = η 0 (~i, j 0 − 1, j − 1)

where j > 0 and j 0 ≤ 0
where j > 0

Let use call a system a synchronous database implementation of κ individually capped at t ∗  if
Q|~e|/2
Pr[bK(~i)cQ = ~e] = j=1 Pr[κ~e[2j−1] (toMultiset(η 0 (~i1 , j − t, j))) = ~e[2j]] where b~icQ = b~ecQ , |~e| = 2 ∗ b~icQ ,
and for all j from 0 to |~e|/2, ~e[2j − 1] ∈ I and ~e[2j] ∈ O; and Pr[bK(~i)cE = ~e] = 0 otherwise.
Theorem 8. For all κ such that all κ ∈ κ has -differential privacy, any K that is a synchronous database
implementation of κ individually capped at t ∗  has (t ∗ )-strong trace differential privacy.
Proof. This proof proceeds mostly as the proof of Theorem 7 did. However, instead of proving that
for all ~e, Pr[bK(~i1 )cQ w ~e] ≤ exp(c(~i1 ))P r[bK(~i2 )cQ w ~e], we instead prove that Pr[bK(~i1 )cQ w ~e] ≤
exp(t ∗ )P r[bK(~i2 )cQ w ~e]. By Theorem 1, this result implies (t ∗ )-strong differential privacy. The only
major difference in the proof is in the base case of the induction, which is presented below.
Since ~i1 and ~i2 differ by at most one data point, η 0 (~i1 , j − t, j) and η 0 (~i2 , j − t, j) will differ by at most
data point. Thus, the difference between toMultiset(η 0 (~i1 , j − t, j)) and toMultiset(η(~i2 , j − t, j)) is at most
one. Furthermore, if d is not between j − t and j, toMultiset(η 0 (~i1 , j − t, j)) = toMultiset(η(~i2 , j − t, j)). Only
for at most t values of j will d be between j − t and j. Let J denote these t values that are less than |~e|/2.
Since all κ ∈ κ are -differentially private and they are independent, for all j ∈ J,
Pr[κ~e[2j−1] (toMultiset(η 0 (~i1 , j − t, j))) = ~e[2j]] ≤ exp() Pr[κ~e[2j−1] (toMultiset(η 0 (~i2 , j − t, j))) = ~e[2j]]
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For all j ∈
/ J from 0 to |~e|/2, toMultiset(η 0 (~i1 , j − t, j)) = toMultiset(η(~i2 , j − t, j)). Thus,
Pr[bK(~i)cQ w ~e] = Pr[bK(~i)cQ = ~e]
|~
e|/2

=

Y

Pr[κ~e[2j−1] (toMultiset(η(~i1 , j))) = ~e[2j]]

j=1
|~
e|/2

≤ exp( ∗ |J|)

Y

Pr[κ~e[2j−1] (toMultiset(η(~i2 , j))) = ~e[2j]]

j=1

= exp( ∗ |J|) Pr[bK(~i)cQ = ~e]
= exp(t ∗ ) Pr[bK(~i)cQ w ~e]
since |J| = t.
Much as Theorem 7 was related to sequential composition of differentially private functions, Theorem 8
is related to their “parallel composition” [17]. The parallel composition of differentially private functions is
applying each of them to disjoint data sets. Unlike in the case of sequential composition where the privacy
of the composite result is the sum of the privacy of each function, under parallel composition, the privacy
of the composite result is the maximum  over all the composed functions. Our above result, however, does
not require disjointness of the data sets. Rather, we restrict each data point to being used by at most a fixed
number t of functions and the composite result has t ∗  privacy. Thus, our approach combines some aspects
of sequential composition (multiple queries on each data point) with some of parallel composition (not all
data points involved in all queries).

4

Unwinding for Automata

While general, dealing with trace distributions is difficult. Thus, we now fix a more structured model and
show how to prove that such models have differential privacy. We chose to use a simplified version of
probabilistic I/O automaton (cf. [14]).

4.1

Automata

Given a set S, let Disc(S) denote the set of discrete probability measures on S.
Definition 6. A probabilistic automaton is a tuple L = (S, s0 , I, O, T ) where
• S is the set of states;
• s0 is the unique initial state;
• I and O are countable and pairwise disjoint sets of actions, referred to as input and output actions
respectively; and
• T ⊆ S × (I ∪ O) × Disc(S) represent the possible transitions.
As before, we use A for I ∪ O and partition the input set I into D, the set of data points, and Q, the
set of queries, that is I = D ∪ Q. When only one automaton is under consideration, we denote a transition
a
hs, a, µi ∈ T by s → µ.
In the rest of this paper, we require that automata satisfy the following conditions:
• Transition determinism: For every state s ∈ S and action a ∈ A, there is at most one µ ∈ Disc(S)
a
such that s → µ.
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o

• Output determinism: For every state s ∈ S, output o ∈ O, action a ∈ A, and µ ∈ Disc(S), if s → µ
a
and s → µ0 , then a = o and µ0 = µ.
i

1
• Quasi-input enabling: For every state s ∈ S, inputs i1 and i2 in I, and µ1 ∈ Disc(S), if s →
µ1 , then
i2
there exists µ2 such that s → µ2 .

Output determinism and quasi-input enabling means that the state space may be partitioned into two
parts: states that accept all of the inputs and states that produce exactly one output. Intuitively, we require that each output producing state produces only one output. In other words, we make the simplifying
assumption that the choice of which output to perform is made by the automaton since an external nondeterminism resolution mechanism might resolve such choices in a way that leaks information about the
data set. These assumptions allow us to avoid modeling schedulers explicitly since fixing an input sequence
a
resolves all the non-determinism. (e.g., see [14]). Owing to transition determinism, we will often write s → µ
a
without explicitly quantifying over µ (i.e., we treat s → · as a partial function to µ).
[]

a:~
a

a

We extend → to work over sequences of actions ~a as follows: s −→ s0 only if s = s0 and s −→ s0 iff s → µ
~
a
and there exists s00 ∈ Supp(µ) such that s00 −→ s0 . We say that s0 is reachable from s iff there exists some ~a
~
a

in A∗ such that s −→ s0 .
Given such an automaton L, we define Ls (~i) to be a distribution over traces (a sequence of actions) that
gives the probability of seeing a prefix ~a of actions A given that automaton starts in s and the available
inputs are ~i.
X
i
Ls (i:~i)(i:~a) =
µ(s0 )Ls0 (~i)(~a)
if s → µ and i ∈ I
s0 ∈S

Ls (~i)(o:~a) =

X

o

µ(s0 )Ls0 (~i)(~a)

if s → µ and o ∈ O

s0 ∈S

Ls (~i)([]) = 1
Ls (~i)(~a) = 0

otherwise

Lemma 1. For all ~a in A∗ , states s, and ~i in I ∗ , Ls (~i)(~a) is well defined and between 0 and 1.
Proof. Proof by induction over the structure of ~a.
Case: ~a = []. Ls (~i)(~a) is 1.
i
Case: ~a = i:~a0 . If there does
not exist ~i0 such that ~i = i:~i0 and s → µ, then Ls (~i)(~a) = 0. If there does
P
exist such a ~i0 , then Ls (~i)(~a) = s0 ∈S µ(s0 )Ls0 (~i0 )(~a0 ). By the inductive hypothesis, Ls0 (~i0 )(~a0 ) is well defined
and between 0 and P
1 for all s0 . Since µ is a distribution over states and the eventsPof being in a state are
mutually exclusive, s0 ∈S µ(s0 ) = 1. Let smax = arg maxs0 ∈S Ls0 (~i0 )(~a0 ). Ls (~i)(~a) = s0 ∈S µ(s0 )Ls0 (~i0 )(~a0 ) ≤
P
0
~0 a0 ) = Lsmax (~i0 )(~a0 ) ≤ 1.
s0 ∈S µ(s )Lsmax (i )(~
o
Case: ~aP= o:~a0 . If there does not exist µ such that s → µ, then Ls (~i)(~a) = 0. If there does, then
Ls (~i)(~a) = s0 ∈S µ(s0 )Ls0 (~i)(~a0 ) and we can use the inductive hypothesis as above.
We use bLs (~i)cE (~e) to denote probability of the adversary seeing ~e ∈ E ∗ as a prefix given that the
available inputs are ~i, where E = Q ∪ O, the set of observable actions. To calculate bLs (~i)cE (~e), consider the
−1
set γ(~e) of action sequences ~a such that ~a is both in b~ecE
and ends with the last element of ~e. That is, γ(~e) =
∗
{ ~a ∈ A | b~acE = ~e ∧ last(~a) = last(~e) } with the special case that γ([]) = {[]}. To calculate bLs (~i)cE (~e), we
need not consider all ~a in b~ec−1
e) since every ~a in b~ec−1
E . Rather, we may focus only on those in γ(~
E will have
a prefix in γ(~e). Since it is impossible to see two different prefixes from γ(~e) during the same
execution
(no
P
element of γ(~e) is the prefix of another), they are mutually exclusive. Thus, bLs (~i)cE (~e) = ~a∈γ(~e) Ls (~i)(~a).
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4.2

Unwinding Partitioning

Goguen and Meseguer introduced unwinding relations to simplify proving that a system has noninterference [11]. We define an unwinding relation for trace differential privacy. The main result of this section
(Theorem 9) roughly states that the existence of such an unwinding relation for a given automaton implies
that it satisfies trace differential privacy. This task is complicated for two reasons: we must deal with
probabilities and we must keep track of the privacy error bound . While previous work has dealt with
approximate probabilistic simulation relations in the context of cryptographic protocols [22], the process
tracking an privacy error bound differs (see Section 5 for additional details).
The first step is to define a way of grouping states of an automaton into equivalence classes (or parts) via
a family of partition relations, one for each possible value of the privacy error bound. Intuitively, if two states
are in an equivalence class, they produce identical probability distributions over traces. Since the unwinding
relation will be used to compare two executions of an automaton (with input sequences that differ on one
data point), we consider two such families of partition relations (U1· and U2· ). The family of functions β ·
maps equivalence classes of states from the first execution to related ones in the second execution that exhibit
approximately the same behavior (in the sense of strong trace differential privacy). These considerations
motivate Definition 7.
Definition 7. [† -View Partition Family] Let L be the probabilistic automaton hS, s0 , I, O, T i. We call a
family of triplets hU1· , U2· , β · i indexed by the set [0, † ] an † -view partition family for L if for all  in [0, † ],
U1 is a partition of some subset of the state space S, U2 is a partition of some subset of the state space S,
and β  is a bijection from U1 to U2 .
Definition 8 roughly ensures that probability distributions over traces arising from two states, s1 and
s2 , in related equivalence classes are close (in the sense of strong trace differential privacy with error bound
) by requiring that matching transitions in the two automata from those states have either (a) identical
probability distributions and thus maintain the bound (the “maintenance” condition); or (b) they diverge
by an error bound δ, in which case the requirements apply recursively to the resulting states with a smaller
error bound 0 ≤  − δ (the “degradation” condition). The form of δ involves natural logarithms because
the privacy error bound in the differential privacy definition appears in the exponent. Since 0 can be any
number in the set [0, ], we require Definition 7 to refer to an indexed family of partition relations equipped
with a bijective function.
Since the events of a being
P in a state are mutually disjoint, we raise a distribution µ over states to sets
of states as follows: µ(S 0 ) = s∈S 0 µ(s).
Definition 8. [† -Unwinding Relation] Let L be the probabilistic automaton hS, s0 , I, O, T i. For non-negative
real numbers † , a † -view partition family hU1· , U2· , β · i is an † -unwinding relation for L if for all  in [0, † ],
a
a
parts U1 of U1 , s1 in U1 , s2 in β  (U1 ), a in A, and µ1 in Disc(S), s1 → µ1 iff s2 → µ2 for some µ2 in Disc(S)
a
a
and whenever s1 → µ1 , there exists µ2 in Disc(S) such that s2 → µ2 either
• Maintenance: U1 partitions a superset of Supp(µ1 ), U2 partitions a superset of Supp(µ2 ), and for all
parts U10 of U1 , µ1 (U10 ) = µ2 (β  (U10 )); or
0

• Degradation: there exists a non-negative real number 0 in [0, ] such that U1 partitions a superset of
0
0
Supp(µ1 ), U2 partitions a superset of Supp(µ2 ), and for all parts U10 of U1 , 0 ≤  − ln(µ1 (U10 )) +
0
0
ln(µ2 (β  (U10 ))) and 0 ≤  + ln(µ1 (U10 )) − ln(µ2 (β  (U10 ))).
Lemma 2. For all † -unwinding relations hU1· , U2· , β · i,  in [0, † ], parts U1 in U1 , s1 in U1 , s2 in β(U1 ), ~i
in I ∗ , and ~a in A∗ , Ls1 (~i)(~a) ≤ exp()Ls2 (~i)(~a) and Ls2 (~i)(~a) ≤ exp()Ls1 (~i)(~a).
Proof. Proof by induction over the structure of ~a.
Case: ~a = []. Ls1 (~i)(~a) = 1 = Ls2 (~i)(~a).
Case: ~a = i:~a0 where i ∈ I. We consider the following subcases:
• Subcase: ~i = []. Ls1 ([])(i:~a0 ) = 0 = Ls2 ([])(i:~a0 ).
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i
• Subcase: ~i = i:~i0 for some ~i0 and s1 → µ1 . Ls1 (i:~i0 )(i:~a0 ) =

P

s01 ∈S

µ1 (s01 )L(s01 ,~i0 )(~a0 ). Furthermore,
i

since hU1· , U2· , β · i is an † -unwinding relation and  is in [0, † ], there exists µ2 such that s2 → µ2 . Since
P
i
s2 → µ2 , Ls2 (i:~i0 )(i:~a0 ) = s0 ∈S µ2 (s02 )L(s02 ,~i0 )(~a0 ). Now we consider two subsubcases:
2

Subsubcase: Maintenance. In this case, U1 partitions a superset of Supp(µ1 ), U2 partitions a superset
of Supp(µ2 ), and for all parts U10 of U1 , µ1 (U10 ) = µ2 (β  (U10 )). Thus,
X
Ls1 (i:~i0 )(i:~a0 ) =
µ1 (s01 )Ls01 (~i0 )(~a0 )
(1)
s01 ∈S

=

X

X

µ1 (s01 )Ls01 (~i0 )(~a0 )

(2)

µ1 (s01 )Lsmax (U1 ) (~i0 )(~a0 )

(3)

U1 ∈U1 s01 ∈U1

≤
=

X

X

U1 ∈U1

s01 ∈U1

X

µ1 (U1 )Lsmax (U1 ) (~i0 )(~a0 )

(4)

µ1 (U1 ) exp()Lsmin (β  (U1 )) (~i0 )(~a0 )

(5)

U1 ∈U1

≤

X
U1 ∈U1

= exp()

X

µ2 (β  (U1 ))Lsmin (β  (U1 )) (~i0 )(~a0 )

(6)

U1 ∈U1

= exp()

X

X

µ2 (s02 )Lsmin (β  (U1 )) (~i0 )(~a0 )

(7)

µ2 (s02 )Ls02 (~i0 )(~a0 )

(8)

U1 ∈U1 s02 ∈β  (U1 )

≤ exp()
= exp()

X

X

U1 ∈U1

s02 ∈β  (U1 )

X

X

µ2 (s02 )Ls02 (~i0 )(~a0 )

(9)

U2 ∈U2 s02 ∈U2

= exp()

X

µ2 (s0 )Ls0 (~i0 )(~a0 )

(10)

s0 ∈S

= exp()Ls2 (i:~i0 )(i:~a0 )

(11)

where smax (U1 ) = arg maxs01 ∈U1 Ls0 (~i0 )(~a0 ) and smin (β  (U1 )) = arg mins01 ∈β  (U1 ) Ls01 (~i0 )(~a0 ). Line 2 follows
0

from the fact that U1 partitions a superset of Supp(µ1 ) and Line 10 follows from the fact that U2
partitions a superset of Supp(µ2 ). Line 5 follows from the the inductive hypothesis. Line 9 follows
0
from β  being a bijection. Proving that Ls2 (~i)(~a) ≤ exp()Ls1 (~i)(~a) is almost the same reversing the
roles of s1 and s2 .
a

Subsubcase: Degradation. In this case, there exists 0 and µ2 such that s2 → µ2 and for all parts U10
0
0
in U1 , 0 ≤  − (ln(µ1 (U10 )) − ln(µ2 (β(U10 )))). By the inductive hypothesis, for all U10 in U1 , s01 in U10 ,
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and s02 in β(U10 ), Ls01 (~i0 )(~a0 ) ≤ exp(0 )Ls02 (~i0 )(~a0 ). Thus,
Ls1 (i:~i0 )(i:~a0 )
X
=
µ1 (s01 )Ls01 (~i0 )(~a0 )

(12)
(13)

s01 ∈S

=
≤
=

X

X

0
U10 ∈U1

s01 ∈U10

X

X

0
U10 ∈U1

s01 ∈U10

X

µ1 (s01 )Ls01 (~i0 )(~a0 )

(14)

µ1 (s01 )Lsmax (U10 ) (~i0 )(~a0 )

(15)

µ1 (U10 )Lsmax (U10 ) (~i0 )(~a0 )

(16)

µ1 (U10 ) exp(0 )Lsmin (β 0 (U10 )) (~i0 )(~a0 )

(17)

0
µ1 (U10 )
µ2 (β  (U10 )) exp(0 )Lsmin (β 0 (U10 )) (~i0 )(~a0 )
µ2 (β 0 (U10 ))

(18)

0
0
exp(ln(µ1 (U10 )) − ln(µ2 (β  (U10 ))))µ2 (β  (U10 )) exp(0 )Lsmin (β 0 (U10 )) (~i0 )(~a0 )

(19)

0

U10 ∈U1

≤

X
0
U10 ∈U1

=

X
0

U10 ∈U1

=

X
0

U10 ∈U1

=

X

0

0
U10 ∈U1

≤

X

X

0

exp(0 + ln(µ1 (U10 )) − ln(µ2 (β  (U10 ))))

= exp()

(20)

X

µ2 (s02 )Ls02 (~i0 )(~a0 )

(21)

s02 ∈β 0 (U10 )

exp()

0
U10 ∈U1

= exp()

µ2 (s02 )Lsmin (β 0 (U10 )) (~i0 )(~a0 )

s02 ∈β 0 (U10 )

0
U10 ∈U1

≤

X

exp(ln(µ1 (U10 )) − ln(µ2 (β  (U10 )))) exp(0 )

X

µ2 (s02 )Ls02 (~i0 )(~a0 )

(22)

s02 ∈β 0 (U10 )

X

X

0
U20 ∈U2

s02 ∈U20

X

µ2 (s02 )Ls02 (~i0 )(~a0 )

(23)

µ2 (s0 )Ls0 (~i0 )(~a0 )

(24)

s0 ∈S

= exp()Ls2 (i:~i0 )(i:~a0 )

(25)

where smax (U1 ) = arg maxs01 ∈U1 Ls0 (~i0 )(~a0 ) and smin (β  (U1 )) = arg mins01 ∈β  (U1 ) Ls01 (~i0 )(~a0 ). Line 14
0

follows from the fact that U1 partitions a superset of Supp(µ1 ) and Line 24 follows from the fact
0
that U2 partitions a superset of Supp(µ2 ). Line 17 follows from the the inductive hypothesis. Line 19
follows from the fact that for every U 0 ∈ U 0 , µ1 (U 0 )/µ2 (U 0 ) = exp(ln(µ1 (U 0 )))/ exp(ln(µ2 (U 0 ))). Line 22
follows from the fact that for every U 0 ∈ U 0 , 0 ≤  − (ln(µ1 (U 0 )) − ln(µ2 (U 0 ))). Line 23 follows from
0
β  being a bijection. Proving that Ls2 (~i)(~a) ≤ exp()Ls1 (~i)(~a) is almost the same reversing the roles
of s1 and s2 .
i
• Subcase: ~i = i:~i0 for some ~i0 but there exists no µ1 such that s1 → µ1 . There also cannot exist a µ2
i
such that s2 → µ2 . Thus, Ls1 (~i)(i:~a0 ) = 0 = Ls2 (~i)(i:~a0 ).

Case: ~a = o:~a0 where o ∈ O. Mostly as above.
d

Theorem 9. If for every state s0 reachable from s, and d ∈ D, s0 → µ implies that there exists an -unwinding
relation hU1· , U2· , β · i such that µ(β  (Us0 )) = 1 where Us0 is the part in U1 that has s0 in it (i.e., s0 ∈ Us0 ∈ U1 ),
then Ls has -strong trace differential privacy.
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Proof. Arbitrarily fix ~i1 and ~i2 such that ∆(~i1 ,~i2 ) = 1.
Now, we must show that for all s and ~e,
X
X
Ls (~i1 )(~a) ≤ exp()
Ls (~i2 )(~a) = bLs (~i2 )cE (~e)
bLs (~i1 )cE (~e) =
~
a∈γ(~
e)

~
a∈γ(~
e)

We use induction over the structures of ~i1 , ~i2 , and ~e.
Case: ~e = []. Only in the case where ~e = [], can [] be in γ(~e). In this case, bLs (~i1 )cE ([]) = 1 = bLs (~i2 )cE ([])
irrespective of ~i1 and ~i2 . (We assume that ~e 6= [] in the reminder of this proof.)
Case: ~i1 = [] and ~i2 = []. Ls ([])(~a) = Ls ([])(~a) for all ~a ∈ γ(~e) for any ~e.
Case: ~i1 = d:~i01 and ~i2 = d:~i02 . We consider three mutually exclusive subcases.
d
• Subcase: s → µ. For all ~a such that for no ~a0 , ~a = d:~a0 , Ls (~i1 )(~a) = 0 = Ls (~i2 )(~a). Since such ~a add
nothing to the summations, we may ignore them and limit our attention to ~a = d:~a0 in γ(~e). Note that
all such ~a0 are in γ(~e) iff d:~a0 is in γ(~e).

For all states s0 ∈ Supp(µ), every state s00 reachable from s0 will have a unwinding relation -unwinding
relation hU1· , U2· , β · i such that µ(β  (Us00 )) = 1 where Us00 is the part in U1 that holds s00 since s00 is
reachable
from s. Thus, we may
hypothesis to ~a0 to get that for all s0 ∈ Supp(µ),
P
P apply the 0inductive
0
0
0
0 ~
a ) ≤ exp() ~a0 ∈γ(~e) Ls0 (~i2 )(~a ). Considering the sum over all such ~a, we get
~
a0 ∈γ(~
e) Ls (i1 )(~
X

Ls (~i1 )(~a) =

X

Ls (~i1 )(d:~a0 )

d:~
a0 ∈γ(~
e)

~
a∈γ(~
e)

=

X X

µ(s0 )Ls0 (~i01 )(~a0 )

~
a0 ∈γ(~
e) s0 ∈S

=

X

µ(s0 )

s0 ∈S

=

X

X

µ(s0 )

s0 ∈Supp(µ)

≤

Ls0 (~i01 )(~a0 )

~
a0 ∈γ(~
e)

X

X
~
a0 ∈γ(~
e)

X

0

µ(s ) exp()

s0 ∈Supp(µ)

= exp()

Ls0 (~i01 )(~a0 )

~
a0 ∈γ(~
e)

X X
~
a0 ∈γ(~
e)

µ(s0 )Ls0 (~i02 )(~a0 )

s0 ∈S

X

= exp()

Ls0 (~i02 )(~a0 )

Ls (~i2 )(d:~a0 )

d:~
a0 ∈γ(~
e)

= exp()

X

Ls (~i2 )(~a)

~
a∈γ(~
e)
0
0
0
where
P d:~a in the expression d:~aP∈ γ(~e) ranges over only those elements of γ(~e) of the form d:~a . That
is, d:~a0 ∈γ(~e) is shorthand for d:~a0 ∈{ ~a00 ∈γ(~e) | ∃~a0 ∈A∗ s.t. d:~a0 =~a00 } . Note that the last line follows from
the fact that Ls (~i2 )(~a) = 0 for all ~a not of the form d:~a0 .
o
• Subcase: s → µ. For all ~a such that for no ~a0 such that ~a = o:~a0 , Ls (~i1 )(~a) = 0 = Ls (~i2 )(~a). Since such
~a add nothing to the summations, we may ignore them and limit our attention to o:~a0 in γ(~e). Unless
~e = o:~e0 for some ~e0 , no such o:~a0 will be in γ(~e) and both summations will be zero. Thus, we limit our
attention to the case where ~e = o:~e0 for some ~e0 . In this case, we may use the inductive hypothesis on
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P
P
~e0 to get that for all s0 ∈ Supp(µ), ~a0 ∈γ(~e0 ) Ls0 (~i1 )(~a0 ) ≤ exp() ~a0 ∈γ(~e0 ) Ls0 (~i2 )(~a0 ). Thus,
X
X
Ls (~i1 )(~a) =
Ls (~i1 )(o:~a0 )
o:~
a0 ∈γ(o:~
e0 )

~
a∈γ(~
e)

X

X

=

µ(s0 )Ls0 (~i1 )(~a0 )

~
a0 ∈γ(~
e0 ) s0 ∈S

X

=

s0 ∈Supp(µ)

X

≤

X

µ(s0 )

X

µ(s0 ) exp()

s0 ∈Supp(µ)

= exp()

Ls0 (~i1 )(~a0 )

~
a0 ∈γ(~
e0 )

~
a0 ∈γ(~
e0 )

X

X

~
a0 ∈γ(~
e0 )

s0 ∈S

X

= exp()

Ls0 (~i2 )(~a0 )

µ(s0 )Ls0 (~i2 )(~a0 )

Ls (~i2 )(o:~a0 )

o:~
a0 ∈γ(o:~
e0 )

= exp()

X

Ls (~i2 )(~a)

~
a∈γ(~
e)

• Subcase: Otherwise. Since ~a 6= [], Ls (~i1 )(~a) = 0 = Ls (~i2 )(~a) for all ~a ∈ γ(~e).
Case: ~i1 = q:~i01 and ~i2 = q:~i02 . Much as above just using that ~a is only in γ(~e) if ~e = i:~e0 for some ~e0 and
~a ∈ γ(~e0 ).
Case: ~i2 = d:~i1 . We consider the following subcases.
0

d

• Subcase: s → µ. Since s is reachable from s, there exists an -unwinding relation hU1· , U2· , β · i such
that µ(β  (Us )) = 1 where s ∈ Us . For every ~a in γ(~e), we show that d:~a is such that Ls (~i1 )(~a) ≤
exp()Ls (~i2 )(d:~a).
Ls (~i1 )(~a) ≤ exp()Lsmin (~i1 )(~a)


X
= exp() 
µ(s0 ) Lsmin (~i1 )(~a)

(26)
(27)

s0 ∈β  (Us )

≤ exp()

X

µ(s0 )Ls0 (~i1 )(~a)

(28)

s0 ∈β  (Us )

= exp()

X

µ(s0 )Ls0 (~i1 )(~a)

(29)

s0 ∈S

= exp()Ls (d:~i1 )(d:~a)
= exp()Ls (~i2 )(d:~a)

(30)
(31)

~
where the first line follows
line,
P from Lemma0 2 with smin = arg mins0 ∈β  (Us ) Ls0 (i10 )(~a). For the second

recall that µ(β (Us )) = s0 ∈β  (Us ) µ(s ) = 1. For Line 29, recall that µ(s ) = 0 for all s0 ∈
/ β  (Us ).
Thus, since for every ~a in γ(~e), d:~a is also in γ(~e),
X
X
X
Ls (~i1 )(~a) ≤
exp()Ls (~i2 )(d:~a) ≤ exp()
Ls (~i2 )(~a)
~
a∈γ(~
e)

d:~
a∈γ(~
e)

~
a∈γ(~
e)

o
• Subcase: s → µ. As in the corresponding subcase in the case for ~i1 = d:~i01 and ~i2 = d:~i02 , we may ignore
~a not of the form ~a = o:~a0 and ~e not of the form o:~e0 . In this case, we may use the inductive hypothesis
on ~e0 as before to get the required result.

20

• Subcase: Otherwise. Since s does not transition under d in this case, and the automaton has quasiinput enabling, it does not transition under any action. Thus, since ~a 6= [], Ls (~i1 )(~a) = 0 for all
~a ∈ γ(~e).
Case: ~i1 = d:~i2 . We consider the following subcases.
d
• Subcase: s → µ. Ls (~i1 )(~a) = Ls (d:~i2 )(~a) = 0 unless ~a = d:~a0 for some ~a0 since s cannot transition under
outputs and the next input is d. Thus,

bLs (~i1 )cE (~e) = bLs (d:~i2 )cE (~e)
X
Ls (d:~i2 )(~a)
=

(32)
(33)

~
a∈γ(~
e)

=

X

Ls (d:~i2 )(d:~a0 )

(34)

X

(35)

d:~
a0 ∈γ(~
e)

=

X

µ(s0 )Ls0 (~i2 )(~a0 )

d:~
a0 ∈γ(~
e) s0 ∈S

=

X

X

d:~
a0 ∈γ(~
e)

≤

s0 ∈β  (U

X

= exp()

s0 ∈β  (U

X

(36)

µ(s0 ) exp()Lsmin (~i2 )(~a0 )

(37)

s)

X

d:~
a0 ∈γ(~
e)

µ(s0 )Ls0 (~i2 )(~a0 )

s)

Lsmin (~i2 )(~a0 )

(38)

Ls (~i2 )(~a0 )

(39)

d:~
a0 ∈γ(~
e)

≤ exp()

X
d:~
a0 ∈γ(~
e)

≤ exp()

X

Ls (~i2 )(~a)

(40)

~
a∈γ(~
e)

= exp()bLs (~i2 )cE (~e)

(41)

where smin = arg mins0 ∈β  (Us ) Ls0 (~i1 )(~a0 ). Line 36 follows from µ(s0 ) = 0 for all s0 not in β  (Us ). Line 37
follows from Lemma 2. Line 38 follows from µ(β  (Us )) = 1.
o

o

• Subcase: s → µ. As above in the other subcases for s → µ.
d

• Subcase: Otherwise. In the case where s → µ for no µ and ~a 6= [], everything is 0, which must be lower
than any possible value of exp()bLs (~i2 )cE (~e).

4.3

Demonstrating Unwinding

We describe a system that is a synchronous database implementation of κ individually capped at t ∗ † . This
system has many similarities with pinq [17]. Like pinq, it answers queries in the same order as it receives
them. It does not model some aspects of pinq, e.g., pinq offers transformations that converts one data set
into a new related data set by way of sql-like transformations (e.g., where and select). However, unlike
pinq, our system has a mutable database and can provide tight privacy error bounds by removing overused
data points.
We prove that this system has (t ∗ † )-strong trace differential privacy. One way to do this would be to
prove that it is indeed a synchronous database implementation of κ individually capped at t ∗ † and then use
Theorem 8. However, it is unclear how we could prove this property. Thus, we instead show an unwinding
relation for it and use Theorem 9.
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System.

The source code for such a system could look as follows:

datapoints := new Array(t);
for(int j := 0; j < t; j++){
datapoints[j] := new LinkedList();
}
curSlot := 0;
while(1){
x := input();
if(datapoint(x)){
datapoints[curSlot].add(x);
}else{
k := get_santitzation_function(x);
print(k.compute(to_multiset(datapoints)));
curSlot := (curSlot + 1) mod t;
delete datapoints[curSlot];
datapoints[curSlot] := new LinkedList();
}
}
Intuitively, this program keeps t lists of data points. If an input is a data point, it is added to the list
stored at the current value of curSlot. If it is a query, all the data points in these lists are put into one
large multiset and the query requested by the input is computed on that multiset. Furthermore, the index
curSlot to one of these lists is cyclically shifted and the linked list to which it now points is replaced with
the empty linked list. Since there are only t slots, this means that each linked list will only last for t queries
before being deleted. Since each query has † -differential privacy, this ensures that each data point will only
be involved in t ∗ † worth of queries.
Note that if t = 0, we take the program to have an array datapoints of length 0, in which case it never
stores any data points and to_multiset(datapoints) is always the empty set.
Automaton Model. To formally prove that this program has (t ∗ † )-strong trace differential privacy, we
must give an automaton model of the program. We model the array datapoints as a t-tuple of multisets
of data points. We model the index curSlot as an integer c ranging from 1 to t, which selects one of the
multisets of the t-tuple. The state must also keep track of a program counter pc, which has the value in if
the program is waiting for input and the value out if the program is about to produce output. Lastly, the
state keeps track of which output from O it is about to produce when the pc is out. Thus, the set of states
is (M(D))t × {1, . . . , t} × {in, out} × O where M(D) is the set of all multisets with elements from D.
The initial state s0 is hh{{}}1 , . . . , {{}}t i, 1, in, o0 i where we use h{{}}1 , . . . {{}}t i to represent a t-tuple of empty
multisets and o0 is an output arbitrarily selected to be in the initial state. (The value of o0 does not matter
since pc is in.)
To define the transition relation →, we use the following definitions. Given a state s = hhM1 , . . . , Mt i, c, pc, oi
and d ∈ D, let
add(s, d) = hhM10 , . . . , Mt0 i, c, pc, oi
where Mc0 = Mc ] {d} (using ] for multiset union) and Mc00 = Mc0 for all c0 6= c. Where s is as before, for
o0 ∈ O, let
output(s, o0 ) = hhM10 , . . . , Mt0 i, (c + 1) mod t, out, o0 i
0
0
0
0
where M(c+1)
mod t = {{}} and Mc0 = Mc for all c 6= (c + 1) mod t Let

wait(s) = hhM1 , . . . , Mt i, c, in, oi
We also use Dirac distributions: let Dirac(s) be the distribution such that Dirac(s)(s) = 1 and Dirac(s)(s0 ) = 0
for all s0 6= s. Given a query q in Q, we let κq be the sanitization function that answers that query.
The only transitions are those such that
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d

• s → Dirac(add(s, c, d)) for all d in D where the state s has the form hhM1 , . . . , Mt i, c, in, oi;
q

• s → µ for all q in Q where the state
Ut s has the form hhM1 , . . . , Mt i, c, in, oi, and the distribution µ is
such that µ(output(s, o0 )) = Pr[κq ( c0 =1 Mc0 ) = o0 ] and µ(s0 ) = 0 for all other states s0 ; and
o

• s → Dirac(wait(s)) where s has the form hhM1 , . . . , Mt i, c, out, oi.
Unwinding Relation.

Fixing s†1 and d† , we construct our (t ∗ † )-unwinding relation for a state s†1 =
d†

d†

hhM1† , . . . , Mt† i, c† , in, o† i such that s†1 → µ† . (We know that pc is in since s†1 → µ† .) Our unwinding relation
hU1· , U2· , β · i only uses singletons as parts U1 in U1 for all . Likewise, for all , all U2 in U2 is a singleton.
We first define hU1 , U2 , β  i for  = 0 and then  such that there exists a non-negative integer j such that
 = j ∗ † . Lastly, we define it for all other .
†
†
†
†
We set hU10 , U20 , β 0 i to be such that U10 is the set of all singletons over S. That is,
†

U10 = { U ⊆ S | ∃s ∈ S s.t. U ={s} }
†

†

†

We set U20 = U10 and for β 0 we use the identity function.
†
For all integers j > 0, we set U j to be the set of all singletons {s1 } such that s1 is reachable using
†
only t − j queries and any number of data points. That is, {s1 } ∈ U1j iff there exists ~a ∈ A∗ such that
†

~
a

s†1 −→ s1 and |b~acQ | = t − j. We set U2j to be those singletons {s2 } such that there exists ~a ∈ A∗ such that
~
a

†

†

add(s†1 , d† ) −→ s2 and |b~acQ | = t − j. We set β j ({s1 }) = {add(s1 , c† , d† )}. That is, β j maps states to the
state they would have been had they received d† as input when the curSlot was equal to c† .
†
†
†
For all other values of  in [0, † ], we define hU1 , U2 , β  i to be the same as hU1j , U2j , β j i where j is the
largest integer such that  ≥ j ∗ † . Thus, we round  down to the nearest multiple of † .
Lemma 3. The (t ∗ † )-view partition family hU1· , U2· , β · i as defined above is an (t ∗ )† -unwinding relation.
a

a

Proof. For all , s1 → µ1 iff there exists µ2 such that β  ({s1 }) → µ2 since β  does not change the value of the
pc.
Next, we prove that for all , hU1 , U2 , β  i has either Maintenance or Degradation. Let j be the largest
†
†
†
integer such that  ≥ j ∗ † . We know that that hU1 , U2 , β  i = hU1j , U2j , β j i.
Case: j = 0. For all {s1 } in U10 , β 0 ({s1 }) = {s1 } ensuring that Maintenance is trivially satisfied.
†
Case: j > 0. Suppose U1 ∈ U1j . Since we are always using singletons U1 is {s1 } for some s1 . Further†
a
more, β j (U1 ) has the form {add(s1 , c† , d† )}. Suppose s1 → µ1 . In this case, there exists a µ2 such that
a
add(s1 , c† , d† ) → µ2 by the construction of the system. We now prove either Maintenance or Degradation
depending on what type of input a is.
• Subcase: a ∈ Q. Let q be a. In this case, s1 has the form hhM1 , . . . , Mt i, c, in, oi and µ1 is such that
"
!
#
t
]
0
0
µ1 (output(s1 , o )) = Pr κq
Mc0 = o
c0 =1
†

and µ1 (s01 ) = 0 for all other states s01 . β j ({s1 }) = {s2 } where s2 is the state hhM1 , . . . , Mc† ]
{d† }, . . . , Mt i, c, in, oi and µ2 is such that
"
!
#
t
]
0
†
0
µ2 (output(s2 , o )) = Pr κq {d } ]
Mc0 = o
c0 =1
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Ut
Ut
and µ2 (s02 ) = 0 for all other states s02 . Since c0 =1 Mc0 and {d† } ] c0 =1 Mc0 differ by one element and
κq has † -differential privacy, we know that for any o0 ,
"
"
!
#
!
#
t
t
]
]
0
†
†
0
Pr κq
Mc0 = o ≤ exp( ) Pr κq {d } ]
Mc0 = o
c0 =1

c0 =1

0

†

0

Thus, µ1 (output(s1 , o )) ≤ exp( )µ2 (output(s2 , o )) and µ2 (output(s2 , o0 )) ≤ exp(† )µ1 (output(s1 , o0 )).
Furthermore, µ1 and µ2 assign zero to any states not of this form.
†

Since {s1 } ∈ U j , s1 is reached by t − j queries. Thus, all s01 ∈ Supp(µ1 ) will be reachable in
(j−1)∗†

t − j + 1 = t − (j − 1) queries and for all s01 ∈ Supp(µ1 ), {s01 } ∈ U1
s02

. By similar reasoning,

(j−1)∗†
U2
.

{s02 }

for all
∈ Supp(µ2 ),
∈
Thus, to show Degradation, we need only show that for
†
all s01 reachable in t − j + 1 queries, (j − 1) ∗ † ≤  − ln(µ1 ({s01 })) + ln(µ2 (β (j−1)∗ ({s01 }))) and
†
(j − 1) ∗ † ≤  + ln(µ1 ({s01 })) − ln(µ2 (β (j−1)∗ ({s01 }))). Since  ≥ j† , this is implied by (j − 1) ∗ † ≤
†
†
j† −ln(µ1 ({s01 }))+ln(µ2 (β (j−1)∗ ({s01 }))) and (j −1)∗† ≤ j† +ln(µ1 ({s01 }))−ln(µ2 (β (j−1)∗ ({s01 }))).
To show this, note that we have already shown that µ1 (output(s1 , o0 )) ≤ exp(† )µ2 (output(s2 , o0 )) and
µ2 (output(s2 , o0 )) ≤ exp(† )µ1 (output(s1 , o0 )) for all o0 , and that µ1 and µ2 both assign zero to any states
†
not of this form. Thus, we need only show that for all o0 , β (j−1)∗ ({output(s1 , o0 )}) = {output(s2 , o0 )}
where output(s2 , o0 ) = output(add(s1 , c† , d† ), o0 ). To show this, we consider two subsubcases.
†

Subsubcase: j > 1. In this case, (j − 1) ∗ † > 0, so β (j−1)∗ ({s1 }) = {add(s1 , c† , d† )}. Thus, as
needed,
†

β (j−1)∗ ({output(s1 , o0 )}) = {add(output(s1 , o0 ), c† , d† )}
= {output(add(s1 , c† , d† ), o0 )}
= {output(s2 , o0 )}
Subsubcase: j = 1. In this case, t − 1 queries have been asked by the time s1 has been reached. Thus,
c must be c† + t − 1. Thus, all s01 reachable t − (j − 1) queries, will have the form output(s1 , o0 ) =
0
hhM10 , . . . , Mt0 i, (c† +t−1+1) mod t, out, o0 i for some o0 ∈ O where M(c
{}} and Mc00 = Mc0
† +t−1+1) mod t is {
for all c0 6= (c† + t − 1 + 1) mod t. That is, entry (c† + t − 1 + 1) mod t = c† will be set to the
empty multiset. Following the same reasoning for any s02 reachable in t − (j − 1) queries, we find
that the entry at c† will also be set to the empty multiset in s02 . Since s1 and s2 only differ at
†
entry c† , output(s1 , o0 ) = output(s2 , o0 ), and thus, β (j−1)∗ ({output(s1 , o0 )}) = {output(s1 , o0 )} =
†
{output(s2 , o0 )} since β (j−1) = β 0 is the identity function.
• Subcase: a ∈ D. Let d be a. In this case, s1 has the form hhM1 , . . . , Mt i, c, in, oi and µ1 =
†
Dirac(add(s, c, d)). Furthermore, β j (s1 ) = {add(s1 , c† , d† )} and µ2 = Dirac(add(add(s, c† , d† ), c, d)).
Since it is the case that add(add(s, c† , d† ), c, d) = add(add(s, c, d), c† , d† ),
†

β j ({add(s, c, d)}) = {add(add(s, c† , d† ), c, d)}
†

So, µ1 ({add(s, c, d)}) = 1 = µ2 ({add(add(s, c† , d† ), c, d)}). Furthermore, µ1 ({s01 }) = 0 = µ2 (β j ({s01 }))
for all other s01 . Thus, we have Maintenance.
• Subcase: a ∈ O. Let o be a. In this case, s1 has the form hhM1 , . . . , Mt i, c, out, oi and µ1 =
†
Dirac(wait(s1 )). Furthermore, β j ({s1 }) = {add(s1 , c† , d† )} and µ2 = Dirac(wait(add(s1 , c† , d† ))).
Since wait(add(s1 , c† , d† )) = add(wait(s1 ), c† , d† ),
†

β j ({wait(s1 )}) = wait(add(s1 , c† , d† ))
†

†

Thus, µ1 ({wait(s1 )}) = 1 = µ2 (β j ({wait(s1 )})). Furthermore, µ1 ({s01 }) = 0 = µ2 (β j ({s01 })) for all
other s01 . Thus, we have Maintenance.
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We have shown either Maintenance or Degradation in all cases.
Theorem 10. The system has (t ∗ † )-strong trace differential privacy.
d†

Proof. Since for every s† such that s† → µ† , we can define a (t∗† )-unwinding relation (Lemma 3), we can con†
struct one for all s† reachable from the initial state s0 . Furthermore, µ† (β t∗ ({s†1 })) = µ† ({add(s†1 , c† , d† )}) =
1. Thus, Theorem 9 applies the system has (t ∗ † )-strong trace differential privacy.

5

Related Work

Probabilistic models. In defining and reasoning about trace differential privacy, we use tools of concurrency theory. Specifically, our computational model is based on prior work on a form of probabilistic
input-output automata model [14]. We formulate trace differential privacy to capture the idea that an automaton implementing a differentially private function produces approximately the same distribution when
fed with inputs that differ in only one data point. In order to prove such a property about a given automaton,
we define an unwinding relation over automata that ensures that the desired privacy error bound is achieved
by keeping track of the error introduced in every transition of the automaton. One particularly related work
is by Segala and Turrini, who have studied reasoning techniques based on approximate simulation relations
in the context of cryptographic protocols [22]. The approximation in that work stems from the allowable
probability that certain transitions of the protocol do not have a matching transition in the specification.
This models the capability of the adversary to compromise correctness. A protocol is deemed correct if
the error accumulated at the end of a polynomial length execution is exponentially small in some security
parameter. Our unwinding technique, on the other hand, requires that there always be a matching transition
(if a response is possible from one state it should always be possible from a related state). However, the
probabilities of those transitions are within some exponential multiplicative factor of one another. In this
sense, neither approach subsumes the other.
Noninterference. In formalizing differential privacy, we found some surprising similarities with noninterference. Noninterference separates users into low and high levels and requires that a low-level user
learns nothing about the inputs of a high-level user by interacting with the system [10]. This property was
originally defined for deterministic systems, but has been extended to probabilistic systems [12, 13]. Probabilistic noninterference requires the probabilities of traces of the system observable by low-level users to be
identical for any pair of high-level inputs (data points in our setting). To weaken this definition, Di Pierro,
Hankin, and Wiklicky introduced approximate non-interference [21] and Backes and Pfitzmann introduced
computational probabilistic non-interference [2]. While these properties allow for the probabilities to be close
(without being equal), they both do not allow the systems to diverge as the difference between the high-level
inputs increase. In contrast, weak trace differential privacy allows for the system to increasingly diverge as
the high-level inputs (the data points) diverge. This is needed in order to release meaningful statistics.
Quantitative Information Flow Analysis. There is also some similarity with prior work on quantitative information flow analysis. Quantitative information flow analysis attempts to determine how much
information a program provides an adversary about a sensitive input or class of inputs. Clark, Hunt, and
Malacaria present a formal model of programs for quantifying information flows and a static analysis that
provides lower and upper bounds on the amount of information that flows [5]. They measure information
flow as the mutual information between the high-level inputs and low-level outputs given that the adversary has control over the low-level inputs. Malacaria extends this work to handle loops [15], and Chen and
Malacaria to multi-threaded programs [4]. McCamant and Ernst [16], and Newsome and Song [19] provide
dynamic analyses for quantitative information flow using the mutual information formalization. All of the
above approaches assume that the adversary’s beliefs are aligned with the actual distribution producing the
sensitive input(s) and that adversary has no additional background knowledge. Clarkson, Myers, and Schneider object to the mutual information formulation of quantitative information flow [6]. Instead they propose
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a formulation using the beliefs of the adversary. However, such a formulation may be difficult to apply in
practice because the surveyor may not know the adversary’s beliefs. An advantage of differential privacy is
that no assumptions are needed about the adversary’s auxiliary information, computational power or beliefs.
However, it only provides a relative privacy guarantee and not an absolute quantitative information flow
guarantee like other work mentioned above.

6

Future Work

In this paper, we made substantial progress towards developing a basis of differential privacy for systems.
We plan to extend this work in several directions. First, a general characterization of conditions on query
schedulers, data sets, and differentially private functions that allows trace differential privacy to be achieved
in an asynchronous setting is an interesting open problem. Second, we plan to carry out a detailed case
study of the pinq system design to evaluate both the robustness of our definitions and the guarantees that
pinq provides. Finally, we plan to extend the theory to model and reason about higher level systems that
use a differentially private database system as a component. Examples of such systems include processes in
organizations such as hospitals that release privacy-preserving aggregate information as well as distributed
systems that use differential privacy as a basis for releasing privacy-preserving information [1]. We envision
that this line of work will lead to a useful theoretical basis for reasoning about the privacy guarantees provided
by practical systems that release aggregate information about a data set containing sensitive information
about individuals.
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