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TRUST Year 1 Projects

Securing Embedded Software L
David Brumley —

Toward a smarthome |oT infrastructure free of privacy leaks
and software vulnerabilities
Lujo Bauer and Limin Jia

Lightweight Quantized Deep Neural Networks for 0T
Devices
Shawn Blanton and Diana Marculescu

loT Device Privacy and Security Nutrition Labels &
Lorrie Cranor Yuvraj Agarwal CyLab S



ACCOUNTABILITY Year 1 Projects

o
Internet of Things Compliance Gaps Under New California Laws @
Aleecia M. McDonald

Third-Party Network Traffic Attribution and Cross-Device User
for loT and Web
Timothy Libert

Privacy-preserving Inference and Decision-Making with loT
Data
Gauri Joshi and Osman Yagan

Privacy Preserving Data Analytics using Secure Multi-Party Computatlon
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AUTONOMOUS HEALING Year 1 Projects

Flipping the Cloud: Managing and Protecting loT Interactions among
Mutually Distrusting Stakeholders at the Network Edge
Patrick Tague

e |oTHub for Managing and Securing Devices in the Home
Jason Hong

e Do-it-Yourself-Locally: An loT architecture For ﬂ Data Control for
Privacy and Security
Yuvraj Agarwal
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Highlights and Mentions
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loT Security Is a Mess. Privacy 'Nutrition' Labels Could Help

Just like with foods that display health information the package, researchers are exploring a tool that details how connected devices manage
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There Might Be Secret Surveillance Equipment in
Your Vacation Rental

Here's how to uncover these gadgets and have a stress-free stay
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SUESCmsE SIGN IN

BAP 2.0 is finally out! We have a Knowledge Base that now
drives all our analyses as well as a new extensible
representation of program semantics, with full support for
IEEE754 and not only. Visit bap.ece.cmu.edu or
discuss.ocaml.org/t/ann-bap-2-0-... for more information!

Eb

[ANN] BAP 2.0 Release

The Carnegie Mellon University Binary Analysis Platform
(CMU BAP) is a suite of utilities and libraries that ...

$ discuss.ocaml.org

How Risky Are Real Users’ IFTTT Applets?

Camille Cobb Milijana Surbatovich Anna Kawakami Mahmood Sharif
Carnegie Mellon University ~ Carnegie Mellon University ~ Wellesley College NortonLifeLock
Lujo Bauer Anupam Das Limin Jia

Carnegie Mellon University ~ North Carolina State University — Carnegie Mellon University

FLightNNs: Lightweight Quantized Deep Neural Networks for

Fast and Accurate Inference
Ruizhou Ding, Zeye Liu, Ting-Wu Chin, Diana Marculescu, and R. D. (Shawn) Blanton

{rding, zeyel, tingwuc,dianam,rblanton}@andrew.cmu.edu
Carnegie Mellon University, Pittsburgh, U.S.A.
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Year 1 vs Year 2

Year 1

® More consumer

® More home

Year 2

e Shift to more Industrial

® Industrial focus for the
remaining duration

e Addition of an educational
component
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Overview of Year 2 Projects

Trustworthy Platforms

Hardware Redaction via Designer-Directed Fine-Grained eFPGA Insertion
(Ken Mai)

Lightweight Security Architectures for loT Fog Networks (Osman Yagan,
Swarun Kumar)

Quantized Deep Neural Networks for Fingerprint Recognition (Shawn
Blanton)
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Overview of Year 2 Projects

Accountability

Third-Party Network Traffic Attribution for loT, TV, Web, and Mobile
(Tim Libert)

loTSniffer: Detecting Unauthorized Traffic in Industrial loT (Swarun
Kumar)

Privacy Tradeoffs in Distributed Learning (Carlee Joe-Wong)
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Overview of Year 2 Projects

Autonomous Healing Networks

e Systematic Attack Generation for Industrial Control Systems (Eunsuk
Kang)

e Robust ML-based anomaly detection for industrial 10T (Lujo Bauer)

e Zero-Knowledge Network Security Analysis using Generative Adversarial
Networks (Giulia Fanti)

Education

e Expanding picoCTF into loT/lloT—Year 0 (Hanan Hibshi, Maverick Woo)
CyLab sy oy e




Expanding picoCTF into loT/lloT—Year 0

Personnel

Hanan Hibshi, Research & Teaching Scientist, INI (Co-Pl)
Maverick Woo, Systems Scientist, CyLab (Co-PI)

Megan Kearns, Special Projects Administrator, CyLab
Arjun Brar, Master’s Student, INI

Objectives

Conduct exploratory activities in 2020 to prepare for the
production of a future loT/lloT-themed picoCTF competition,
which will tentatively launch in AY21

Produce syllabus covering 10T/IloT concepts that are suitable
for the typical picoCTF audience

Organize an loT/lloT story writing competition in 2020 as a
method to acquire an interesting loT/lloT-themed story for use
in 2021 production activities

Upd

ates

Identified need to match expectation of AP CSP teachers when
developing HS syllabus

Hired first RA (and still hiring)

Developed Android problem template on the picoCTF platform
to facilitate writing future Android problems

Status

Curating a collection of suitable 10T/IloT concepts for syllabus
Surveying existing loT/lloT exposures at HS level

Writing several more Android problems before May

Making problem development plans for summer—ARM, IDOR,
MQTT
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Synergies and Amplification

External
Next Manufacturing, Manufacturing Futures Initiative
Mill19

Internal
Student run reading group and webinars
New faculty/student engagements
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