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 Computer Networks form the Backbone of Modern-Day 
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Shu, D., Cong, W., Chai, J., & Tucker, C. S. (2020, July). Encrypted rich-data steganography using generative adversarial 
networks. In Proceedings of the 2nd ACM Workshop on Wireless Security and Machine Learning (pp. 55-60) 

conradt@andrew.cmu.edu 

6 

mailto:conradt@andrew.cmu.edu


 Computer Networks are also Susceptible to AI-Based Attacks 

Shu, D., Cong, W., Chai, J., & Tucker, C. S. (2020, July). Encrypted rich-data steganography using generative adversarial 
networks. In Proceedings of the 2nd ACM Workshop on Wireless Security and Machine Learning (pp. 55-60) 

conradt@andrew.cmu.edu 

7 

mailto:conradt@andrew.cmu.edu


 Computer Networks are also Susceptible to AI-Based Attacks 

Shu, D., Cong, W., Chai, J., & Tucker, C. S. (2020, July). Encrypted rich-data steganography using generative adversarial 
networks. In Proceedings of the 2nd ACM Workshop on Wireless Security and Machine Learning (pp. 55-60) 

8 

conradt@andrew.cmu.edu 

mailto:conradt@andrew.cmu.edu


Generative Adversarial Active Learning (Gen-AAL) 
original and  adversarial f eature 

points attack success rate of Gen-AAL  
and DFAL (baseline approach) 

Shu, D., Cong, W., Chai, J., & Tucker, C. S. (2020, July). Encrypted rich-data steganography using generative adversarial 
networks. In Proceedings of the 2nd ACM Workshop on Wireless Security and Machine Learning (pp. 55-60) 
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Features w ith  largest p erturbations 
Feature n ame Feature  description 
'Flow  IAT Std' Standard deviation time between two packets sent  in the flow 

'Flow I AT Min' Minimum  time between two packets  sent in the forward direction 

'Flow  IAT Mean' Mean time between two packets  sent in the forward direction 

'Fwd IAT Std' Standard deviation time between two packets sent  in the forward direction 

'Flow Packets/s' Number  of flow packets  per second 

'Fwd Packet  Length Max' Maximum size of packet in forward direction 

'Init_Win_bytes_backward' The total number  of bytes sent in initial  window  in the backward direction 

'Destination Port' Destination port 

'min_seg_size_forward' Minimum segment  size observed in the forward direction 

'Packet  Length Variance' Variance  length of a packet 
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Results 
AI-Encoding of Messages within Network Communications 

Shu, D., Cong, W., Chai, J., & Tucker, C. S. (2020, July). Encrypted rich-data steganography using generative 
adversarial networks. In Proceedings of the 2nd ACM Workshop on Wireless Security and Machine Learning 
(pp. 55-60). 
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