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SEl > CERT > CWD > Realistic Scenario Simulation Team

» Architect & deliver realistic cyber warfare exercises

« Persistent production spec high-fidelity environment (aka: realism)
« Security hardened and tuned

« Multiple engagements lasting days to 7+ months

« Participants are worldwide DoD operators
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Exercise as you Fight, continued
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Machine Learning & Cyber Security — Success Stories

Breach and lateral movement detection and prevention

|dentification of malicious activity and rogue server behaviors

Malware classification

Supplement and enhance human security analysis techniques
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Machine Learning & Cyber Security — Challenges

« Researchers and engineers face similar challenges to other
applications of Machine Learning

« Cyber security is constantly evolving

« Call to Arms — Data Scientists and Engineers — We need your
help!
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Machine Learning & Cyber Security — Data Challenges

 Acquiring / Data collection:
- Harder to get cyber related data — no one wants to share

* Training Data
- How to obtaining the “right” data sets for a specific cyber security issue?
- Concerns over data quality and whether data sets are relevant
- Overfitting and under-fitting related problems

 How to enable efficient development and testing of your cyber
security ideas and theories?
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Machine Learning in Cyber-Security - Problems, Challenges and Data
Sets

Idan Amit! ., John Matherly® . William Hewlett! , Zhi Xu' . Yinnon Meshi' , Yigal Weinberger!
'Palo Alto Networks
2Shodan
iamit@paloaltonetworks.com, jmath@shodan.io, whewlett @paloaltonetworks.com,
zxufpaloaltonetworks.com, ymeshifpaloaltonetworks.com, yweinberge@paloaltonetworks.com
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Data Sets
We think that the use of machine learning in cyber- 22 Apr 20 I 9

security should change. We also think that the cyber
community should help the machine learning commu-
nity to become more involved in this field.

One of the key obstacles to investigating
cyber-security problems is  the lack of appro-
priate data sets. There are many important
cyber-security data sets like Microsoft’s malware
data set (Ronen et al. 2018), Los Alamos’s traf-
fic data set (Turcotte, Kent, and Hash 2017) and
EndGame’s Ember malware properties data set
(Anderson and Roth 2018). However, we feel that
there are no suitable data sets that will enable aca-
demic researchers to cope with the problems and

- 3 - L]
challenges we listed. Read the article online here
.
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SEl > CERT > CWD > Realistic Scenario Simulation Team

» Architect & deliver realistic cyber warfare exercises

» Persistent production spec high-fidelity environment (aka: realism)
« Security hardened and tuned

* Multiple engagements lasting days to 7+ months

« Participants are worldwide DoD operators
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Enabling Machine Learning & Cyber Security Success

* Persistent cyber ranges and resultant data sets:
- On-demand access that can be tuned/adjusted
- Cleaner, labeled data and more balanced
- Can produce large amounts of unclassified data
- Ability to re-run cyber security events and scenarios as required

« Enables efficient development and testing of your cyber
security ideas and theories
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Gasoline

Mid-19th century refinery waste product

Almost worthless — thrown away by the barrel
and made Ohio’s Cuyahoga River flammable

The oil industry managed to turn its worthless
waste product into the most highly sought fuel of
the entire 20th century
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Enabling Machine Learning & Cyber Security Success

Types of data sets:

* Blue, red, and white team perspectives and their interactions
* Non player character (NPC) behaviors and actions
 Raw data in any form: JSON, PCAP, Netflow, protocol metadata, etc.

« All data can be cross-correlated w/ cyber related event
occurrences

Carnegie Mellon University
Software Engineering Institute
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Any exercise contains interactions between:

*Player
An active human participant

*Non-player character (NPC)

Any character not controlled by a player within the exercise

& 0

A Hostile Enemy Operator

Friendly Aide

Insider Threat Ever vigilant, providing

-9 Exfiltrating sensitive data, = network analysis, global threat
[ = ] analyzing network and machine insights and valuable intel

R vulnerabilities to exploit
Neutral Admin
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GHOSTS CORE

Blue Team
GHOSTS NPCs

GHOSTS API (Out of Game)

OPFOR Players 9 %

Neutral Internet

GHOSTS NPCs
Iéi I iil Blue Team Players (DCO, etc.)
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NPCs Make Decisions Based on their Preferences
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An Agent’'s Preference Over Time
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ML for coordinated attacks
& defense

ML to detect network
anomalies/rouge events

(this)
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Takeaways

1. All data has ML potential

ML projects beget larger & more complex projects

Start simple (even for the most daunting datasets)

RS

Output of a project feeds the next
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