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Part I (Tom)
• Who we are and what we do
• The state of cyber ranges today
• Data opportunities
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SEI > CERT > CWD > Realistic Scenario Simulation Team

• Architect & deliver realistic cyber warfare exercises
• Persistent production spec high-fidelity environment (aka: realism)
• Security hardened and tuned
• Multiple engagements lasting days to 7+ months
• Participants are worldwide DoD operators
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Exercise as you Fight
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Exercise as you Fight, continued
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Our daily life, economic vitality, and national security depend on a stable, safe, and resilient 

cyberspace. 

cyberspace and its underlying infrastructure are vulnerable to a wide range of risk stemming from both physical and cyber 
threats and hazards. Sophisticated cyber actors and nation-states exploit vulnerabilities to steal information and money and 

are developing capabilities to disrupt, destroy, or threaten the delivery of essential services. 
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Machine Learning & Cyber Security – Success Stories

• Breach and lateral movement detection and prevention

• Identification of malicious activity and rogue server behaviors

• Malware classification

• Supplement and enhance human security analysis techniques
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Machine Learning & Cyber Security – Challenges
• Researchers and engineers face similar challenges to other

applications of Machine Learning

• Cyber security is constantly evolving

• Call to Arms – Data Scientists and Engineers – We need your
help!
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Machine Learning & Cyber Security – Data Challenges
• Acquiring / Data collection:

- Harder to get cyber related data – no one wants to share

• Training Data
- How to obtaining the “right” data sets for a specific cyber security issue?
- Concerns over data quality and whether data sets are relevant
- Overfitting and under-fitting related problems

• How to enable efficient development and testing of your cyber
security ideas and theories?

10Using ML in modeling and simulation for cybersecurity training
© 2020 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] 
Approved for public release and unlimited distribution.



lachine Learning in C ber-Secur - P:roblems Challenges and Da a 
Sets 

Idan Amit John Matherly William Hewlett , Zhi Xu Yinnon Meshi t Yigal Weinberger
1Palo Alto Networksks

2 hoda
iamit @paloaltonetworks.c jmath @shodan.i whewlet paloaltonetworks.c

zxu paloaltonetworks.com., ymesh paloa tonetwo ks.com ywienberg @paloaltonetworks.c

Data Sets 
e hink ha th use of machine learning in ber-

ecurit hould chang . We al sothink that h cyber
communit hould help he ma.chine lear ning commu-
nit t  b come more invo lved in thi field.

One of the kc obstacles o investigating
cyber-securityy problems i the la.ck of appro-
priatet da a Ther ar m· importan 
cyber-securi y data like icro mal war
data et (Ron n et al. 201 )  os's traf-
fic data (Turco tte, ent d Hash 2017) and
EndGam mber malwar ro · da ta
( nd r on and Ro th 201 ). w r feel that
there are no ui able da a set will ena bleaca
demic r archers to cop with e problems and
challenge we listod. 

22 Ap 2019 

e

Read the article online here.
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SEI > CERT > CWD > Realistic Scenario Simulation Team

• Architect & deliver realistic cyber warfare exercises
• Persistent production spec high-fidelity environment (aka: realism)
• Security hardened and tuned
• Multiple engagements lasting days to 7+ months
• Participants are worldwide DoD operators
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Enabling Machine Learning & Cyber Security Success

• Persistent cyber ranges and resultant data sets:
- On-demand access that can be tuned/adjusted
- Cleaner, labeled data and more balanced
- Can produce large amounts of unclassified data
- Ability to re-run cyber security events and scenarios as required

• Enables efficient development and testing of your cyber
security ideas and theories
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Gasoline
Mid-19th century refinery waste product

Almost worthless — thrown away by the barrel 
and made Ohio’s Cuyahoga River flammable

The oil industry managed to turn its worthless 
waste product into the most highly sought fuel of 
the entire 20th century
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Enabling Machine Learning & Cyber Security Success

Types of data sets:
• Blue, red, and white team perspectives and their interactions
• Non player character (NPC) behaviors and actions
• Raw data in any form: JSON, PCAP, Netflow, protocol metadata, etc.
• All data can be cross-correlated w/ cyber related event

occurrences
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Part II (Dustin) 
Customer related ML work…

• Large & diverse datasets are a boon for research!

• …but they also make it hard to get started

• Bonus points: How do we enable other teams?
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Any exercise contains interactions between:

•Player
An active human participant

•Non-player character (NPC)
Any character not controlled by a player within the exercise 

17Using ML in modeling and simulation for cybersecurity training
© 2020 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] 
Approved for public release and unlimited distribution.



GHOSTS CORE

OPFOR 
GHOST 

NPCs

Blue Team 
GHOSTS NPCs

Neutral Internet 
GHOSTS NPCs

OPFOR Players

Blue Team Players (DCO, etc.)

GHOSTS API (Out of Game)
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NPCs Make Decisions Based on their Preferences 
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An Agent’s Preference Over Time
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{ Known Unknowns  } 

  ML for coordinated attacks 
& defense 

•ML to detect network 
anomalies/rouge events 

Analysis of 
replayed rogue  

events 

(this) 
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Takeaways

1. All data has ML potential

2. ML projects beget larger & more complex projects

3. Start simple (even for the most daunting datasets)

4. Output of a project feeds the next

27Using ML in modeling and simulation for cybersecurity training
© 2020 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] 
Approved for public release and unlimited distribution.


	Realistic Cyber Ranges & �Enabling Machine Learning Within Cybersecurity
	Disclaimer
	Part 1 (Tom)
	SEI > CERT > CWD > Realistic Scenario Simulation Team
	Exercise as you Fight
	Exercise as you Fight, continued
	Homeland Security Cybersecurity website
	Machine Learning & Cyber Security - Success Stories
	Machine Learning & Cyber Security - Challenges
	Machine Learning & Cyber Security - Data Challenges
	Machine Learning in Cyber-Security - Problems, Challenges and Data Sets
	SEI > CERT > CWD > Realistic Scenario Simulation Team
	Enabling Machine Learning & Cyber Security Success
	Gasoline
	Enabling Machine Learning & Cyber Security Success
	Part II (Dustin)
	Any exercise contains interactions between:
	GHOSTS CORE
	GHOSTS CORE in action
	Results from GHOSTS CORE
	NPCs Make Decisions Based on their Preferences
	Results 1
	Results 2
	An Agent’s Preference Over Time
	Tighter alignment results
	Diagram
	Takeaways


Accessibility Report

		Filename: 

		4-podnar-updyke-accessible.pdf



		Report created by: 

		Emily Schneider

		Organization: 

		



 [Personal and organization information from the Preferences > Identity dialog.]

Summary

The checker found problems which may prevent the document from being fully accessible.

		Needs manual check: 1

		Passed manually: 1

		Failed manually: 0

		Skipped: 1

		Passed: 27

		Failed: 2



Detailed Report

		Document



		Rule Name		Status		Description

		Accessibility permission flag		Passed		Accessibility permission flag must be set

		Image-only PDF		Passed		Document is not image-only PDF

		Tagged PDF		Passed		Document is tagged PDF

		Logical Reading Order		Passed manually		Document structure provides a logical reading order

		Primary language		Passed		Text language is specified

		Title		Passed		Document title is showing in title bar

		Bookmarks		Passed		Bookmarks are present in large documents

		Color contrast		Needs manual check		Document has appropriate color contrast

		Page Content



		Rule Name		Status		Description

		Tagged content		Failed		All page content is tagged

		Tagged annotations		Passed		All annotations are tagged

		Tab order		Passed		Tab order is consistent with structure order

		Character encoding		Passed		Reliable character encoding is provided

		Tagged multimedia		Passed		All multimedia objects are tagged

		Screen flicker		Passed		Page will not cause screen flicker

		Scripts		Passed		No inaccessible scripts

		Timed responses		Passed		Page does not require timed responses

		Navigation links		Passed		Navigation links are not repetitive

		Forms



		Rule Name		Status		Description

		Tagged form fields		Passed		All form fields are tagged

		Field descriptions		Passed		All form fields have description

		Alternate Text



		Rule Name		Status		Description

		Figures alternate text		Passed		Figures require alternate text

		Nested alternate text		Passed		Alternate text that will never be read

		Associated with content		Passed		Alternate text must be associated with some content

		Hides annotation		Passed		Alternate text should not hide annotation

		Other elements alternate text		Failed		Other elements that require alternate text

		Tables



		Rule Name		Status		Description

		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot

		TH and TD		Passed		TH and TD must be children of TR

		Headers		Passed		Tables should have headers

		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column

		Summary		Skipped		Tables must have a summary

		Lists



		Rule Name		Status		Description

		List items		Passed		LI must be a child of L

		Lbl and LBody		Passed		Lbl and LBody must be children of LI

		Headings



		Rule Name		Status		Description

		Appropriate nesting		Passed		Appropriate nesting




Back to Top

