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CyLab privacy notice & consent projects

• Opt-out Easy web browser pluggin
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• IoT Assistant App
Learn about IoT device data collection around you
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Learn about security and privacy of IoT devices 
before purchase
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No information about privacy or security
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No information about privacy or security
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P. Emami-Naeini, H. Dixon, Y. Agarwal, L. F. Cranor, Exploring How 
Privacy and Security Factor into IoT Device Purchase Behavior, CHI2019.
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Towards IoT label deployment

• Our research shows that two-layer label 
design informs consumers and provides 
important information for experts

• Complete label specification now available

• Web-based label generator now available

• Label ready for pilot deployment on IoT 
devices
• We’re looking for companies to try it out!

IoTSecurityPrivacy.org

http://www.iotsecurityprivacy.org/
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Website privacy choices: hard to find

• Most websites offer choices related to email communication,
targeted ads, data deletion, and more

• We analyzed opt-out choices on 150 websites [SOUPS 2019]
• Many were difficult to find and required numerous actions to

exercise, even if you take the shortest path
• No standard location to find choices, and no standard headings

for them in privacy policies

• We watched 24 participants attempt to opt-out [CHI 2020]
• Participants were often confused and took far longer than the

shortest path

• Consumers need a standard place to find web privacy choices

cups.cs.cmu.edu/optout

http://cups.cs.cmu.edu/optout
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Choice/consent Opting out Do not sell (personal info)

DAA Privacy
Rights
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First icon evaluation

• 240 Mturk participants

• Tested 12 icons with and without “Do Not Sell My Personal Information” 
tagline

• Displayed 1 icon

• Asked what the icon means and what would happen if you click on it

• Displayed all 12 icons 

• Asked which best conveyed Do Not Sell and Privacy Choices concepts
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Icons hard to interpret w/out words
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Refined icons for evaluation
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Best conveys do not sell my personal information

Best conveys choices about the use of personal information
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Icon Common Interpretations without tagline 
(# of participants)

Toggle ● accept/decline something (11)
● activate/deactivate something (5)
● okay/exit options (4)
● mark as true/false (4)

DAA ● get more information (15)
● start audio/video content (7)
● denotes website is safe or private (3)
● move forward or next (2)
● something related to ads (1)

Slash-dollar ● something is free or requires no money (12)
● cash/dollars not accepted (7)
● money (4)
● selling is not allowed (1)

Correct interpretations 
highlighted in red
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Tagline ideation + testing

• Do Not Sell My Personal Information • Privacy Choices

• Do Not Sell My Info • Privacy Options

• Don’t Sell My Info • Privacy Opt-Outs

• Do Not Sell • Personal Info Choices

• Don’t Sell • Personal Info Options

• Do-Not-Sell Choices • Personal Info Opt-Outs

• Do-Not-Sell Options • Do Not Sell My Info Choices

• Do-Not-Sell Opt-Outs • Do Not Sell My Info Options



Combo testing

• Mturk study with 1,416 participants

• Tested 3 icons + no icon

• Tested 5 taglines + no tagline
• Do not sell my personal information
• Do not sell my info
• Privacy choices
• Privacy options
• Personal info choices

• 23 combinations tested
29
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Combo testing results

• Misconceptions
• “Personal info choices” conveyed info about shoe sizes, site settings, payment 

methods, etc.
• Slash-dollar icon occasionally suggested payment options and encrypted 

payments (42 participants)
• Toggle icon occasionally suggested it was a real toggle (6 participants)

• None of the icons were very good without a tagline
• Slash-dollar was especially bad

• Icons didn’t have much impact on interpretation of taglines
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Recommendations to CA OAG (Feb 4)

Privacy Options

This allows consumers to look for one button

• Prevent the proliferation of buttons

Do Not Sell My Personal Information
• Complies with CCPA as written

•



New proposed regulations (Feb 7)
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Our blue 
toggle was
turned into
a big red 
button!

2
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Twitter responds
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So we ran another study

• Insignificant difference between icons 
with the big and small X

• But big differences between the 
CalAG icon and our stylized toggle
• CalAG icon more likely to be 

misinterpreted as actual toggles

• Small differences based on color

• Small changes can sometimes make a 
big difference and you won’t know 
unless you test with users
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Opt-out button from regulation

Privacy Options
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Evidence-based 
solutions for better 

privacy and security 
communications

Privacy Options
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