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 Restrict access to specific web content

» “Content filters” existed as early as 1996

e China’s “Great Firewall” in development since 1997
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Why Measure Censorship?
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Networking 101: HTTP Transaction

DNS Server Client Web Server
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How does censorship work?

DNS Server Client Web Server
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|ICLab: Global and Continuous Monitoring
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|ICLab: Vantage Points

% Global and Continuous
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“How to Catch when Proxies Lie: Verifying if Network Proxies with Active Geolocation,”

Zachary Weinberg, Shinyoung Cho, Nicol ind Phillipa Gill, In ACM IMC, Nov. 2018
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https://people.cs.umass.edu/~phillipa/papers/imc18-final122.pdf

|CLab: Control Node
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ICLab: Test Lists
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ICLab: Data Collection
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ICLab: Censorship Detection
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Censorship Detection Key Findings

 DNS manipulation
 TCP packet injection

Block page : Detection & discovery
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Censorship Detection

e 15,007 DNS Manipulation
across 56 countries, 489 unique URLs

* 143,225 Packet Injection

across 54 countries, 1,205 unique URLs

e 232,183 Block Pages
across 50 countries, 2,782 unique URLs

Central server 4+ 2016 ~ present

53,906,532 measurements
234 ASes, 62 Countries

43,000 unique URLs
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Censorship Detection Key Findings

* Analysis by test lists
* Analysis by methods
* Longitudinal analysis

e Other network attacks
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Different Observations from Different Test Lists

[Censorship by test list]

Overall ( Alexa Global (ATL) ' Globally Sensitive (CLBL-G) ) E’er-Country Sensitive (CLBL-C) )
Country Category Pct. | Country Category Pct. || Country Category Pct. | |Country Category Pct.
Iran NEWS 13.1% | Iran NEWS 14.0% | | Iran PORN 11.6% J| |Iran NEWS 21.0%
PORN 9.2% PORN 12.7% NEW 9.4% BLOG 17.6%
BLOG 7.5% EIN 0.3% PROX 6.8% POL 7.2%
South Korea ~ PORN 15.4% | South Korea  _SHOP 4.2% || Saudi Arabia India ENT 19.0%
NEWS 8.4% PORN 13.7% AMB o) (3 STRM 14.3%
ORG 7.4% NEW 0.8% PROX 12.2% NEWS 10.8%
Saudi Arabia  PORN 29.5% | Saudi Arabia [PORN 70.0% M | South Korea  [PORN 15.6% f] |Saudi Arabia NEWS 54.0%
NEWS 11.3% 6.6% OR 0.4% POL 7.7%
GAMB  10.1% GAMB 6.6% NEWS 5.7% RELI 7.7%
India ENT 13.3% | Turkey PORN  66.0% §i | Kenya PORN 14.5% || |Russia BLOG 16.5%
STRM 10.8% 4.0% AMEB 0.8% NEWS 14.4%
NEWS 10.4% FILE 4.0% PROX 9.0% GAMB 12.4%
Kenya PORN 15.5% | India ILL 35.5% || Turkey PO 47.0% f| [ Turkey
GAMB  10.1% IT 8.8% AME 6%
PROX 8.3% STRM 6.6% ILL 3.2%
=_=_
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Different Methods for Different Content

[Censorship by method]

Technique Country Categories Pct.
Block page Iran NEWS, PORN, BLOG  24.95% | H Iran
Saudi Arabia PORN, NEWS, GAMB 11.1% I South Korea
India ENT, STRM, NEWS 6.4% B 0%d = Saudi Arabia
_Kenya PORN, GAMB, PROX 4.8% 4 B Kenya
Turkey PORN, GAMB, NEWS 4.6% é’
DNS Iran BLOG, PORN, PROX 5.5% ra—
manipulation . = °
5 I
0°/o d | L I,i . |
TCP packet South Korea ~ PORN, ORG, NEWS 9.3% DNS manipulation ° | 4
injection India NEWS, ILL, IT 2.3% TCP packet injection ° I I I I %
Netherlands NEWS, SEAR, GAME 0.9% Block page ° =
Japan NEWS, GAME, SEAR 0.9% . -~ - e
Australia SEAR, NEWS, ILL 0.8%
. : Combination of methods
ILL: illegal or unethical [ )

Security and Privacy Institufe

STREAM: streaming media and download C-IyLa Carnegie Mellon University, @



URLs censored / URLs tested

100% -
50°/o h

Censorship Changes over Time
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* . N - . ) . . 0
2% - M Inside Turkey’s war on Wikipedia
1% 1 o ' ‘\ Turkey has censored all of Wikipedia over cited articles that potentially paint the
. ' AL Ap county's government in a negative light.
\‘ _' \i\ May 9, 2017, 4:27 pm* Tech Ol Efe Kerem Sozeri
\ . .
0% + A A 4
Jan 2017 Jul 2017 Jan 2018 Jul 2018

[Observed censorship rates]
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Detected Other Network Attacks

* Geo-blocking

- HTTP 451 “Unavailable for Legal Reasons”
- 23 Unique websites across 21 countries

e User tracking injection
- Fingerprinting the client prior to loading the page

* Cryptocurrency mining injection
- A botnet infecting MikroTick routers (exploiting CVE-2018-14847)
- First observed on July 215t 2018
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Key Findings

(
. . ICLab News People Publications &Reports Talks Media Coverage Data Q C
e Each test list shows different
censorship polic ,
PP Y Information Controls Lab
° D I ffe re nt m et h O d S u S e d to b | O C k Information Controls Lab (ICLab) is a project focused on collecting and
analyzing information controls data on the Internet at a global scale.
d I ffe re n t W e b C a te g O r I e S At ICLab, we regularly run information controls experiments on a large
. number of vantage points spread all over the world. Some of these vantage
i H OW C e n S O rS h I p h a S C h a n ge d points are Raspberry Pis running the Centinel software, while others are VPN
| C L b clients and Virtual Private Servers (VPS). These experiments include a
Ove r t I m e a standard set of tests designed to detect and analyze web content blocking,
by Calipr Networking Group the results of which are processed by our data management server and can
H CICS UMass Amherst be explored using the web application available here.
* Other network interferences are
A v
| detected ) A0

https://iclab.org/

Thank you!
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