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Internet Censorship 

• Restrict access to specific web content 

• “Content filters” existed as early as 1996

• China’s “Great Firewall” in development since 1997

2World Press Freedom Index, Reporters Without Borders (RSF),  
https://rsf.org/en/ranking/2018

Freedom on the Net 2017, Freedom House
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Why Measure Censorship?

[Block page served by South Korea]

OVERT (APPARENT)
Done and shown openly

https://citizenlab.ca/2018/03/bad-traffic-sandvines-packetlogic-
devices-deploy-government-spyware-turkey-syria/

COVERT
Not openly acknowledged
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Networking 101: HTTP Transaction
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How does censorship work?
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ICLab: Global and Continuous Monitoring

Vantage points (worldwide: 264 VPNs, 17 volunteers)Oct. 2016 � present
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Oct. 2016 ~ present 
234 ASes, 62 Countries 

★ Global and Continuous
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ICLab: Vantage Points

Vantage points (worldwide: 264 VPNs, 17 volunteers)Oct. 2016 � present
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Vantage Points: (worldwide: 264 VPNs, 17 volunteers)Oct. 2016 ~ present 
234 ASes, 62 Countries 

★ Global and Continuous

★ Avoid risk to volunteers

★ Unrestricted network access
★ High availability, bandwidth

“How to Catch when Proxies Lie: Verifying the Physical Locations of Network Proxies with Active Geolocation,” 
Zachary Weinberg, Shinyoung Cho, Nicolas Christin, Vyas Sekar, and Phillipa Gill, In ACM IMC, Nov. 2018

VPN providers lie about 
their server locations!

Geolocation 
Checker
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ICLab: Control Node

Vantage points (worldwide: 264 VPNs, 17 volunteers)Oct. 2016 � present
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★ Global and Continuous

- Control nodes:
1 Node in USA (Academic network)
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1 Node in Netherlands (VPS)
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ICLab: Test Lists

Vantage points (worldwide: 264 VPNs, 17 volunteers)Oct. 2016 � present
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43,000 unique URLs
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(Global, Local sensitive)
- Berkman Klein Center

Oct. 2016 ~ present 
234 ASes, 62 Countries 

★ Global and Continuous
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ICLab: Data Collection

Vantage points (worldwide: 264 VPNs, 17 volunteers)Oct. 2016 � present
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ICLab: Censorship Detection
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Scope of This Talk

Censorship Detection

• DNS manipulation

• TCP packet injection

• Block page  : Detection & discovery

Key Findings

• Analysis by test lists

• Analysis by methods

• Longitudinal analysis

• Other network attacks
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Results

Censorship Detection
• 15,007 DNS Manipulation
across 56 countries, 489 unique URLs

• 143,225 Packet Injection
across 54 countries, 1,205 unique URLs

• 232,183 Block Pages
across 50 countries, 2,782 unique URLs 

Central server Oct. 2016 ~ present
53,906,532 measurements
234 ASes, 62 Countries
43,000 unique URLs
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Results

Censorship Detection
• 15,007 DNS Manipulation
across 56 countries, 489 unique URLs

• 143,225 Packet Injection
across 54 countries, 1,205 unique URLs

• 232,183 Block Pages
across 50 countries, 2,782 unique URLs 

Key Findings

• Analysis by test lists

• Analysis by methods

• Longitudinal analysis

• Other network attacks
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Different Observations from Different Test Lists

[Censorship by test list]
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Different Methods for Different Content

[Censorship by method]
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Censorship Changes over Time

[Observed censorship rates]
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Detected Other Network Attacks

• Geo-blocking
- HTTP 451 “Unavailable for Legal Reasons”
- 23 Unique websites across 21 countries

• User tracking injection
- Fingerprinting the client prior to loading the page  

• Cryptocurrency mining injection
- A botnet infecting MikroTick routers (exploiting CVE-2018-14847) 
- First observed on July 21st, 2018
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Summary

Key Findings
• Each test list shows different 

censorship policy
• Different methods used to block 

different web categories
• How censorship has changed 

over time
• Other network interferences are 

detected

https://iclab.org/
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https://iclab.org/



