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MSIT-PE program fills a gap 

§  Privacy challenges are present in nearly every new 
product/service/process being designed 
•  New technologies collect more data 
•  New laws and regulations impose new requirements 

§  Shortage of trained privacy engineers and privacy 
managers 
•  Companies have trouble hiring engineers who have been trained 

to integrate privacy into the design process 
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Privacy engineers play important roles 

§  Help ensure that privacy is an integral part of the design 
process 

§  Act as in-house privacy consultants working in multi-
disciplinary teams 

§  Can help integrate issues spanning: product design, 
software development, cyber security, HCI, business, 
legal issues 
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Privacy engineer job responsibilities 
§  Microsoft privacy & safety strategist 

•  Developing recommendations for mitigating and managing potential privacy and 
safety risks in the development of our products and services 

•  Providing consultation on privacy and safety requirements to Privacy/Safety 

§  Google data privacy engineer 

•  Analyze software and services from a privacy perspective, ensuring they are in 
line with Google’s stated privacy policies, practices, and user expectations  

•  Research and help remediate design decisions, operating procedures, or 
processes that may directly or indirectly contribute to future privacy risks 

•  Promote the use of cutting-edge technologies to maintain the privacy of user data 
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Program overview 
§  Intended for people with a technology 

background 

§  12-16 month professional MS program 

•  16-month students complete summer 
internship 

§  Courses + learning-by-doing component 

§  Interactions with practitioners through 
seminar series 
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Required courses 
§  Law of Computer Technology   

§  Information Security and Privacy 

§  Privacy policy, law, and technology  

§  Foundations of Privacy 

§  Usable Privacy and Security 

§  Engineering Privacy in Software  

§  Current Topics in Privacy Seminar 
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Program learning outcomes 
§  Design cutting-edge products and services that leverage big data while preserving privacy 

§  Propose and evaluate solutions to mitigate privacy risks 

§  Explain how privacy-enhancing technologies can be used to reduce privacy risks 

§  Use techniques to aggregate and de-identify data, and understand the limits of de-identification 

§  Explain and reason about current technology-related privacy issues 

§  Assess privacy-related risk and compliance, devise privacy incident responses, and integrate 
privacy into the software engineering lifecycle phases 

§  Evaluate the usability and user acceptance of privacy-related features and processes 

§  Act as an effective privacy subject-matter expert, working with interdisciplinary teams 
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Capstone project 
§  Learning-by-doing component 

§  Sponsored by companies or non-profits 

§  ~10-week project 

§  Students work on small teams to complete 
project for a sponsor 

§  Faculty mentors supervise student work 
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Capstone project sponsors 
§  Alibaba 

§  American Express 

§  Citi 

§  Facebook 

§  Future of Privacy Forum 

§  HERE 

§  Intersections 

§  Lufthansa 

§  Microsoft 

§  PrivacyCheq 

§  SpiderOak 

§  UnifyID 
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Future of Privacy Forum project 

§  How can we make it easier for 
people to opt-out of indoor location 
tracking by retailers? 

§  Students assessed a variety of 
solutions  

§  Students selected one solution and 
implemented prototype 
•  Faraday cage kiosk 
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Lufthansa project 
§  How can Lufthansa comply with EU 

privacy laws to obtain customer 
consent for data collection in a way that 
builds customer trust and explains the 
value proposition to the customer? 

§  Students developed prototype websites 
and tested them with prospective 
customers in the US and Europe 
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Partnership with IAPP 
§  Privacy professional organization 

§  Offers discounted student membership, 
books, and certification exams 

§  Scholarships for students to attend IAPP 
privacy conferences 

§  Networking opportunities with privacy 
professionals at local and national events 
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Data privacy day at CMU 
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Learn more at privacy.cs.cmu.edu 


